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Abstract

This paper presents a fault tolerant routing algorithm for the star graph. The suggested algorithm is based on the concept of
unsafety vectors, originally proposed for hypercubes. In this algorithm, each node starts by computing afirst level unsafety set,
composed of the set of unreachable neighbors. It then performs some exchanges with its neighbors to determine the unsafety
nodes. After that, all nodes have the addresses of all faulty nodes. Based on the information gathered in each node, fault-
tolerant routing between a source node and a destination node is realized. We conducted a performance comparison between
the star and hypercube graph using the unsafety vectors routing agorithm under different working conditions. The results
obtained through simulation experimentsreveal that the hypercube is of superior performance compared to the star graph in the

presence of low fault rates. But its performance under high fault rates falls short of that of the star graph.

Keywords: multicomputers, interconnection networks, stars, hypercube, fault-tolerant routing, performance comparison

1. Introduction

The topological properties of the star graph are very similar
to those of the hypercube, e.g. regularity and hierarchical
dtructure. The star graph, however, exhibits superior
topological properties in several aspects, e.g. lower diameter
and node degree. A routing algorithm specifies the way in
which a message sdlects a path to cross from source to
destination, and has great impact on network performance.
As network size increases, so does the probability of
processor and link failure. It is therefore essential to design
fault-tolerant routing algorithmsthat allow messages to reach
their destinations even in the presence of faulty components
(links and nodes). Fault-tolerant routing in stars has been
studied in the past [13, 19].

Several fault-tolerant routing algorithms for the star graph
have been suggested in the literature [2, 5, 6, 7, 8, 10, 11,

12, 14, 15, 16, 17, 18, 20, 21, 24]. Based on the accessibility
of information about system faults in the network, fault-
tolerant routing can be classified as global information based
(GIB), local information based (LIB), and limited global
information based (LGIB) [22]. In GIB routing agorithms,
information that determines which nodes or links of the
network are faulty is accessible from every node of the
network, and can thus be utilized to find the best possible
path to the destination at the source node. In this method, we
can apply backtracking-based methods, such as depth-first
search, to find a possible path between any two nodes. In
LGIB agorithms, fault information is gathered and
processed from neighboring nodes so that a guide of the
fault-digribution in the system can be obtained. This guideis
helpful to the routing, and then the approximate length of a
path (not necessarily the best one) can be found. Information
gathering steps, in this method, is not as heavy as that in the
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GIB method. Thus, there is not much traffic overhead for
information exchange between network nodes.

A LIB routing agorithm yields sub-optimal routes due to the
insufficient information upon which the routing decisions are
based. A GIB routing algorithm can achieve optimal or near
optimal routing, but often at the expense of higher
communication overhead to maintain up-to-date network-
wide fault information. The main challenge is, therefore, to
devise a simple and efficient method of representing limited-
global fault information that allows optima or near optimal
fault-tolerant routing. The LGIB method is a trade-off
solution between the GIB and LIB methods, making a
compromise between traffic overhead and routing optimality.
The unsafety vectors algorithm [1] is one of the routing
algorithms based on the utilization of limited-global fault
information.

Two kinds of GIB routing algorithms have been introduced
in the literature safety level [23] and safety vector [22]
algorithms. The safety level has also been proposed for the
star graph [9]. However, agorithms based on the safety level
idea do not peform well. The safety vectors approach
(initially introduced in [23] for hypercubes but later applied
to the star graph [25]) requires each processor to maintain a
bit vectors (safety vector) computed through a number of
fault information exchanges between adjacent processors.
The agorithm guarantees optimal routing to al destinations
which are at a Hamming distance k from node A, if and only
if the kth bit of the safety vector at node A in the hypercubeis
set. A major drawback of this algorithm is related to the
degree of conservatism of the approach. Indeed when the kth
bit of the safety vector of node A is not set, node A is not
considered for forwarding messages to any destination at
distance k.

However, the unsafety vector routing agorithm can handle
this problem and, moreover, is not a GIB algorithm. This
algorithm is capable of routing a large percentage of
messages for which the safety vectors algorithm [22] fails to
provide a path. It isin fact a form of the LGIB method with a
parameter to define information exchange degree. Setting
this parameter to its maximum amount, will result in a GIB
algorithm.

In this paper, we use the idea of unsafety vectors and
introduce a fault-tolerant routing scheme for the star graph.
The main goal of introducing this agorithm for the star
graph is to provide a new means to compare these two well-
known networks. The results obtained through simulation
experiments reveal that the hypercube is of Dbetter
performance than the star graph in the presence of faults.
Therest of the paper is organized as follows. Section 2 gives
some preliminaries and notation used in the next sections. In
section 3, the proposed routing algorithm is described. The
performance of the proposed algorithm is discussed in
Section 4. Section 5 reports the results from comparing the
performance of star graphs and hypercubes in the presence of
faults. Finally, in Section 5, we conclude this work.

2. Preliminaries and Notation

Let V, be the set of all Nl permutations of symbols 1, 2, 3,

..., N. For any permutation vl V,, if we denote the ith
symbol of v by v(i), then v can be written asv(1)v(2)...v(n).

.(Regular paper) 12

A star graph on n symbols, S, = (V,, E,) is a undirected
graph with n! nodes where each node v is connected to n—1
nodes which can be obtained by interchanging the first and
ith symbolsof v, i.e.

VEOV(2)..v()v(i +D)..v(n),v([i))V(2)..v(i - Dy V(i +1)..v(n)]T E, fo
r 2£i £n. We call these n — 1 connections dimensions.
Thus each node is connected to n — 1 nodes through
dimensions 2, 3, ... ,n. S, is aso caled an n-star or an n-
dimensional star. Fig. 1 shows S,.

The star graph is an attractive alternative to the hypercube,
and compares favorably with it in several aspects [3, 4]. For
example, the degree of S,isn—1, i.e sub-logarithmic in the
number of nodes of S, while a hypercube with Q(n!) nodes
has degree Q(logn!) =Q(nlogn), i.e. logarithmic in the
number of nodes. The same can be said about the diameter of
S, Much work has been done to study both the topological
properties and parallel agorithms of the star graph lately.

In [4], a greedy algorithm is given which finds a shortest
path from any node P to e (we will call that H(P , €)).The
algorithm is given by the following two rules. 1) If
p (1) =1, move to any position not occupied by the correct
symbol, 2) If p(1) =x* 1, movetoitscorrect position.

In the star graph, finding the preferred neighbor (the
neighbor of node A in shortest path from node A to node D)
is not easy as that in the hypercube. In the star graph, we
must first determine the distance, |, between a source and a
destination and then find the distance between neighbors of
the source and the destination (1¢). If | =1C+1 then this
node is the preferred neighbor for node A in the path from A
to D. Otherwise, it is a spare neighbor (neighbor other than
preferred) for node A.

Routing through a spare neighbor increases the routing
distance. An optimal path can be obtained by routing through
all preferred dimensionsin some order.

3. The Proposed Fault-tolerant Routing
Algorithm

The proposed fault-tolerant routing algorithm is based on
the concept of unsafety sets (defined below). Before
presenting the algorithm let us first discuss how a node
calculates its unsafety sets. We make the following
assumptlons for the proposed algorithm:
The fault pattern remains fixed for the duration of
routing.
Each node can determine the status of its own
communication links and the status of its
neighboring nodes.
If thereisafaulty link between two nodes then each
of the two nodes considers the node at the other end
as faulty.

3.1 Calculating faulty and unsafety sets

Definition 1. The first level unsafety set S,* of anode A is
defined as

SlA - U fAi

i{An}, if Aois faulty
%f Otherwise

Where f; is given by

fAi =



The CSI Journal on Computer Science and Engineering, Vol. 1, No. 4 (b), Winter 2003 13

1234 4231

3241 2431

2341 y 3421
1324 @ b 4321
a2, . 2413

43150 1432 4213 Q@ 1423

1342 4123

b d

3142 2143

Figure 1. A 4-Star

Definition 2. An isolated node is associated with first-level
unsafety set containing n addresses of faulty nodes, i.e., |Sf|
=n.

Definition 3. If for some node A, |Sf| =n -1, then node A

is called a dead-end node.

Each node then uses the unsafety set to determine the faulty
set Fa , which comprises those nodes which are either faulty
or unreachable from A due to faulty nodes or links. This is

achieved by performing (3(n- 1) _ 1) exchanges with
2

reachable neighbors. When F4 is built, node A calculates m

unsafety sets denoted as S , S, ... , S," (defined
bel ow), where misan adjustable parameter between 1 and n.

Definition 4. The k-level unsafety set S.* , 1£k £ m, for
node Aisgivenby S ={BT F\|H(AB) =k}.

The k-level unsafety set S,” represents node A’s view of the
set of nodes at shortest distance k from A which are faulty or
unreachable from A dueto faulty nodes and links. Notice that
if the network is disconnected due to faulty nodes and links,
A’s view of unreachable nodes may not be accurate. In this
case message looping will occur. We present in the following
a method for detecting and handling such looping. Fig. 2
gives an outline of the find_unsafety sets agorithm where
node A uses it to determineits faulty and unsafety sets.

Example 1. Consider a 4-star with 10 faulty nodes (faulty
nodes are represented as black nodes), as shown in Fig. 3.
Table 1 shows the corresponding fird-level unsafety set,

S", associated with each node A. The find_unsafety sets

algorithm calculates the sets S.* for al 1£k £ m after
calculating Fa. To achieve this, (m-1) exchanges of fault
information are performed among neighboring nodes. Let m
= 3(n-1)/2 and, for the sake of specific illustration, let us
compute the unsafety sets associated with node A = 1234,
Firgt, the node assigns the addresses of its immediate faulty
neighborsto its faulty set Fa. Then each node performsm—1
exchanges of the new elements of its faulty set Fa, with the
immediate non-faulty neighbors. After determining Fa, node

A caculates m unsafety sets denoted S , S, ...,

S." according to the shortest distance between node A and

each eement of Fa. So, the faulty set for node A in our
example is Fa={3214, 1324, 2431, 2341, 4321, 2413, 2143,

1432, 3142}, and the unsafety sets are S ={3214},
S" ={2431}, S," ={1432, 2341, 1324, 3142, 2413}, and

S ={4321, 2143}.

3.2 The unsafety vectorsrouting algorithm
Definition 5. For a given source-destination pair of nodes

(A,D), we define the (A,D)-unsafety vector,

U ao :(ulA’D,...,ukA’D,...umA’D), where its k" dement is
given by

u*° :‘{TT S.*, such that T is an (A,D)-preferred transit
node} |.

In other words, ukA’D is the number of faulty or unreacable

(AD)-preferred trandt nodes at distance k from A
Determining the preferred neighbors at a specific distance
from an arbitrary node in the star graph is not as trivia as it
is in the hypercube. We must therefore find al of the
minimum paths from A to D, and then reach the preferred
neighbors at distance k by passing k hops through the paths.
Fig. 4 represents an algorithm to find all of the minimum
paths for any arbitrary node pair (A, D). u,”” can be viewed
as a measure of routing unsafety at distance k from A, hence
the name unsafety vectorsfor U ~o .

We also define an ordering relation ‘<’ for numeric vectors,
as follows. For any two numeric vectors U = (ug,Up,...,Uy)
and V = (Vi,Va,...V), U <V iff $i, 1£i£m, such that y;
<v,anduy =v;forallj<i.

Fig. 6 shows the unsafety vectors algorithm that the current
node A in the network applies in order to route a message
towards its destination node D. At the start out, the current
node is the source node. Thus, the the number of hops the
message has taken, shown by M.Route distance, is
initialized to zero. Then the node checks if the message has
been trapped in a loop. This is checked by comparing the
number of hops the message has taken so far with the
minimum source-destination distance (function H returns the
minimum distance between two nodes A and D in the star
graph) plus a threshold ¢3(n- 1)/2(. This threshold shows

the maximum number of hops a message may be misrouted
from its destination. This number is equal to the diameter of
the network. The reason behind choosing such athreshold is
that we can consider a message trapped in looping if it
misroutes a number of times greater than the network
diameter. If the message is not in a looping, the number of
hops the message has taken is increased by one to account
for the next hop it is taking. If the current node is the
destination node, the message is delivered to the current
node. Otherwisg, it is sent to the preferred neighbor with the
minimum unsafety vector which is not a dead-end node. If
such a node does not exit, the message is sent to a spare
neighbor with the minimum unsafety vector which is not
dead-end. If such a node does not exits once again, a failure
to send the message towards its destination is reported and
the message will not be able to reach its destination.
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The unsafety vectors algorithm can be improved to minimize
the effect of looping. Notice from the above algorithm that
looping is detected if the routing distance exceeds an
specified limit since looping occurs when a destination is not
reachable from the source node. We may add the destination
node to the faulty set of the node that has detected the
looping. As explained above, the threshold used in our
simulator was set to ¢3(n- 1)/ 2(, the smallest integer greater

than the network diameter. Our experiments show that
further increasing this threshold, will not result in a
noticeable change in routing performance. Thus, we have
used thisthreshold in all smulation experiments.

In [1], according to Theorem 1 it was guaranteed that if there
is a minima path between the current node and the
destination node with no faults, this path would be taken. If
such a safe path towards the destination does not exist, the
algorithm can use a neighbor with the smallest unsafety
vector to make the next hop in the route. Unfortunately, this
property (given by Theorem 1 in [1]) does not exist in the
star graph. The routing algorithm, given in Fig. 6, for the star
graph can only choose the neighbor with the smallest
unsafety vector, as there is mathematically no a guarantee to
find a path with no faultsin the star.

To improve the performance of the algorithm and to make it
more comparable to the agorithm given in [1] for the
hypercube, we have chosen the path to be taken by the
message in the current node more carefully. In order to select
the best shortest path from the current node towards the
destination node, we divide the i—th element of the unsafety
vector of each neighboring node (of the current node) by the
total number of nodes at distance i from that node (on all
available shortest paths to the destination node). For
example, assume that node A has 2 preferred neighbors B and
C to destination node D. Assume that node B has 3 preferred
neighbors to destination node D and 2 of them are faulty, i.e.
u>® = 2. Asnode B has 3 paths to node D, we set u?® to
2/3. In addition, we assume that node C has one preferred

faulty neighbor, i.e. uf® = 1. Asnode C has asingle path to

D, u® remains egual to one. In this manner, node A may
choose node B for its next movement as it has a lower
unsafety vector than node C. Figure 5 illustrates this
scenario.

Table 1. The unsafety sets of nodesin a4-star with 10 faulty nodes

Node(A) s Node s
1234 {3214} 3412 {14312,4312,2413}
2134 {} 1432 Faulty
3124 {1324} 4132 {1432,3142}
1324 Faulty 3142 Faulty
2314 {1324,3214,4312} 1342 {3142,4312,2341}
3214 Faulty 4312 Faulty
4231 {2431} 2413 Faulty
2431 Faulty 1423 {2413}
3421 {2431,4321} 4123 {2143}
4321 Faulty 2143 Faulty
2341 Faulty 1243 {2143}
3241 {2341 4213 {2413,3214}

c 34 231 a

3014 2134 3241 2431
2314¢ Yy 3421
1324 d b 4321
3412 - 413
4312 1432 213 § 1423
134; 4123
b d
3142 2143

Figure 3. A 4-star garph with 10 faulty nodes
(represented in dark colour)

Algorithm Find_Unsafety Sets (A: node) /* called by node A to
determineitsfaulty set Fa */
S, = set of faulty immediate neighbors;

Fa=S%;
for k:=2tondo
{
fori:=1tondo
if AT F, then
{ send Fato A
receive F," from A®;
F.=F.EF.;
}

}
for k= 1tomdo s * :{BT FAH(AB) = k}
End.

Algorithm Find_All_of_the Minimum_Paths (A,D : node)
/* Calld by node A to find the all of the minimum paths between A
andD */
Root, Flag = A;
While (Flag != D)
{
fori:=1ton-1do
{ if (ith neighbor of A is preferred neighbor ) then
Flag.Child(i) = neighbor(i, A);
}
Flag = Flag .Child(i);

}
End.

Figure 2. A description of the Find_Unsafety Sets algorithm

Figure 4. Description of the find al of the minimum paths (A to D)

B “‘s\\
A /S Ommmmmeao - \\\::\
___________ ¢ D
C
o Faulty node @) Safe node

Figure 5. An example scenario
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Algorithm Unsafety_Vectors (M: message; A,D: node)
/*called by node A to route the message M to its destination node D
*/
if Aissource node then M.Route_distance= 0
if Route_distance<=H(A,D) + ¢3(n- 1)/ 2( then
{ M.Route_distance:=M.Route_distance+1;
If A= D then exit; /* destination reached */
Let A® be the reachable preferred neighbor with least
(A", D) -unsafety vector U “® and A" is not dead-end;
if AV exist thensendM to A"
dse  { Let A be the reachable spare neighbor with
least (A1), D) -unsafety vectorU #® and AV isnot
dead-end;
if AU existthen sendMto AV
else report failure;,  /*destination unreachable*/

}
else Handl looping
End.

Figure 6. A description of the proposed unsafety vectors routing
algorithm

4. Simulation Results

In this section, we report the results of applying the unsafety
vectors agorithm in the star graph. We report below the
results only for a 720-node star (6-star), as the generd
conclusions were found not to change for other network sizes
we simulated. We considered, in our experiments, a uniform
random digtribution for the faulty nodes in the network. We
started with a non-faulty star network in the first experiment
and then increased, in each subsequent experiment, the
number of faulty nodes gradually up to 83% of the network
size. In each step, we sdlected each non-faulty node as a
source node and al other non-faulty nodes as the destination
nodes. For example, in a 6-star a total of 620*619 source-
destination pairs were selected for a non-faulty network. For
the n-star network and with f percent faults,0£ f £1, the

number of different source-destination pairs will be

n(- fHlna- f)-1.

Before presenting the results, we define the following

variables that have been used to compute the performance

measure.
- Total: total number of generated messages.

Routing Distance: number of links crossed by a

message.

Distance: distance between a source node and a

destination node (using aminimal path).

Fail Count: number of routing failure cases.

Lopping Count: number of messages that cross a

number of links beyond a maximum threshold

before being discarded.

Total Reach: tota number of generated messages

that reached their destinations.

The following four performance measures are calculated and

reported.

Percentage  of  unreachability as  (Falil
Count/Total)*100.

Average deviation from optimality as

(>(Routing Distance —  Distance)/Minimum

Distance)/Total)* 100.

Percentage of looping as (Loop Count / Total)* 100.

Average Diameter as (Y (Routing Distance))/Total

Reach.
In al reported results, the parameter m has been set to its
highest value in the proposed algorithm, i.e. m = (3(n-1)/2.
The percentage of unreachability measures the percentage of
messages that the algorithm failsto deliver to destination due
to faulty components. Fig. 7 shows that when the number of
faulty nodes is less than about 50% the reachability is still
good. However, when it increases beyond 50% the
unreachability sharply increases, as the network may be split
into severa digoint regions.

=
o
o

B [o2] [ee)
o o o
L L L

% of Unreachability

N
o
L

o

0 100 200 300 400 500 600 700

No. of Faulty Nodes

Figure 7. Percentage of unreachability of unsafety vectors

35
30 4
254

% of Deviation
=
o

0 100 200 300 400 500 600 700
No. of Fauty Nodes

Figure 8. Percentage of deviation of unsafety vectors

% of Looping

0 100 200 300 400 500 600 700
No. of Faulty Nodes

Figure 9. Percentage of looping of unsafety vectors

The average deviation from optimality indicates how close
the routing behaves to a minimal distance routing. As shown
in Fig. 8, with an increase in the number of faulty nodes, the
deviation grows accordingly. However, after about 50% fault
rate, as the reachability rate decreases so does the average
and average deviation of the number of messages that may
reach their destination.

The percentage of loops indicates the ratio of messages that
fail to reach their destinations due to the partitioning of the
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network. As shown in Fig. 9, looping and deviation grows
when the number of faulty nodes increases until
unreachability reaches to the range of 50%. After that, the
number of 1oops reduces as the percentage of unreachability
increases.

The average diameter indicates the average distance between
any pair of source and destination nodes in the presence of
faulty nodes. As shown in Fig. 10, average increases (due to
faulty nodes) until unreachability reaches to about 50%.
After that, the average diameter reduces since each node can
only send messages to its near neighbors (because most of
the destination nodes reside in unreachabl e partitions).

10

84

Average Distance

0 100 200 300 400 500 600 700
No. of Faulty Nodes

FigurelO. Average Distance of unsafety vectors.

5. Performance Comparison: Star vs.
Hyper cube

In this section, we conduct a comparison between the star
and hypercube networks in the presence of faults. The
measure used in our comparison is the average message
latency. This measure is obtained by the smulator, in which
we have calculated the transmission time of a message over
network channelsin itsroute. Assuming a unit channel cycle
time for both graphs the average message latency will
simply change into the average routing distance in these
networks.

Fig. 11 illustrates the results obtained by simulation
experiments for the two networks, the star and hypercube
with the same size, for different fault rates f = 5% and 80%.
In both graphs, the horizontal axis denotes the network size
and the vertical axis shows the calculated average message
latency.

Simulation results reveal, as can be seen in these graphs, that
in the absence of faults (or when the fault rate is small), the
hypercubeis of dightly superior performance compared to an
equivalent star graph. Note that the performance of the
hypercube increases when fault rate increases. Since the node
degree of the hypercube is greater than that of an equivalent
star graph, the number of channels in the hypercube is much
greater than the star graph. However, when alarge number of
nodes or links become faulty (e.g. 80% of nodes), messages
take more time to reach to their destinations in the
hypercube. Thisis because the hypercube has more channels
than the star graph and can resist being separated due to large
fault rates. Thus, the total number of messages that can reach
their destinations in the hypercube is much greater than that
in an equivalent star graph, and each message travels a
longer route in the network, resulting in a larger average
message communication-time. This condition does not occur
in lower fault rates and the hypercube thus performs better
than the star graph.

Average dellay
w

14 —X— Sar
—B— Hypercube
0 ‘ :
0 500 1000 1500
5% of Nodesis Faulty
(a
6
5 a
4 4
g
3
o 31
oy
2
< 2
1 4 —X— Sar
—B— Hypercube
0 ‘ :
0 500 1000 1500

80% of Nodesis Faulty
(b)

Figurell. The average message latency in the star graph and
hypercube for different network sizes when (a) f = 5% of nodes, (b)
f = 80% of nodes

6. Conclusions

The star has been proposed as an attractive alternative to the
well-known hypercube for its desirable properties. Despite
the many works done on the topological properties and
application algorithms in the stars, there are few works
reported on the design of fault-tolerant routing in such
networks. This paper has proposed a fault-tolearnt routing
algorithm in the star graph. It is based on the concept of
unsafety vectors proposed in [1] for binary cubes. In the first
step of this algorithm, each node determines its view of the
faulty nodes of the network which are ether faulty or
unreachable. Then, nodes use these unsafety sets to compute
unsafety vectors and apply it to achieve a fault-tolerant
routing algorithm in the star graph.

We compared the overall performance of the star graph with
its equivalent hypercube using the proposed routing
algorithm. The simulation results revealed that the
performance of the hypercube is greater than the star graph
for low fault rates. However, when fault rate increases the
star graph can perform better.

A more detailed comparison, taking into account
technological condraints (such as constant node-size and
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constant bisection width, more suitable when building very

large

systems using cabled clusters or VLS

implementation), can be seen as interesting issues to focus on
in future work in thisline.
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