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1. Choose non-deterministically a non-empty strand
reS.Letr={ev r). Consider the following cases for

ev:
2. If evisasend communication event or a status
event, let ybe the empty substitution and CS” be CS .

3. If evisareceive communication event, i.e.
eV = (a: m< b) , check that the intruder can generate m

using the knowledge k (tr)u Ik , by applying procedure
P to csu{m: (K (tr)u IK)}Obtaining a new simple
constraint set CS" and a partial solution , (Note that
there may be many possible CS”and y).

4. Let S'=E\{r}u{r}y,C8"=CS" 5 q tr'=(try evy)-
5. Compute
7 =T(learn(m),tr’,IK) =m: (K(tr)U IK)
Evaluate P(7:CS):
Apply P to CS'U{m:(K(r)u IK)}_
If D(#,CS") =true then stop and

output the current (offending) trace tr'
Otherwise, continue the run from step 1
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(msg recv [(M M (se A)D),
(msg send [((M " (se A)) M (se B))]),
(msg recv [(M ™ (se B))]),
(msg end [B, A, (atm resp), M])
D
&) oS (oo Jos ) Dyge o Sleyme JUB 5o Sy o)y sln
Vgatmm gatmb atma gls 4 sy 4 m s b a sboles 5l lazs
oo oolawl var M gvar B var A varv s> s a M 4B A
(Sl
semibundlel =
([[a,Init1],[ b,Resp1]],(neg (learn v))) <==
Initl == initiatorab v m,
Respl == responder A B M
Silel Sl sy 4 a8 il polia M gb @ 5 ohy yuite V lxil 5o
Jolis GOLS ats cpl el 55T Langs o &bl ,o aile e o 5 cbsle
[(atm &), (atm b), (atm |, s34 adgl zls el ol g ,55leT ats, g0
S e o e)]
Sl 6l 958w 1y Dy5e 4 a2l aslp ST L
4 By Ajlsatmmatmb atma gl 4 iy 4 mgb a skl
(Sl oo solazwl var _B gvar _A sl> a3
7. Output ->
8. [
9. [a, (msg start [a, b, init])],
10.[b, (msg start [_A, _B, resp])],
11.[a, (msg send [m A (se b) : M (se @)])],
12.[a, (msg recv [m M (se a) M (se b)])],
13.[a, (msg send [m A (se b)])],
]
W »2) alo> )i:L.; as
1.A ->1(B):{M}Ka
2.1(B)->A :{M}Ka
3.A >1I(B):M
Ll 033 1> B 1) 095 a5 sl (63445 1(B) s M={m}Kb
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oo ool wl var M war | war A sls & cs5 4 M A g atmm b
(el
semibundle2 =
([[(a,Init1],[b,Resp1]],(neg (learn m))) <==
Initl == initiator a | m m,
Respl == responder A I M
30 ecble s, SG g 55kl as, G s semibundle2 S 4 o
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ale e oS SE (AtM @) g oied (63585 gD )b @ B,k slaawlis wus
ol (3585
slosles 5l laisl sl 99d (o adg 2) Sopge 4 2l2le) d2l 5 m
var_B slsa B jlyatmmgatme atma sl> 4 s m e a
(el 00l ool

14.0utput ->

15[

16.[a, (msg start [a, e, (atm init)])],
17.[b, (msg start [e, _B, (atm resp)])],

msg recv [((atm na) ++ (atm Jlie ol .l sy, So eoms oylis
ol e ans e ol a5 el TECRIVE L | sl S Sils kab))]
FXlae) 058 o Bl yo el 00l 3o, AIM Kab S i oIS L as'atm na
les S Dyge w4 lanl jo aes oo plad | olae adSTL 0 )5 e, aS I+t
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infix 40 :++

dataatom=a|b|s|e|na]|
kab | send | ...

data variable = v

data term =

atm atom | var variable |

lis [term] | msg atom [term] |
pk term | ... | term :++ term | ...
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Comols gl (53,550, Joe 9 B g A sl By b 4y latte i 4 (S
{{M}Ka}Kb = {{M}Kb}Ka :ccul olul>
1. A->B: {M}Ka
2.B->A: {{M}Ka}Kb
3.A->B:{M}Kb
San sl T
o, Ko g5 a5e 0 IS LM il oro 00lo A G, b gl al> 0 y0
Lilyoas cdl o ply B )b pgoal>pe oaind B ébagwle o
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Wb e 03l Guled V SS &jso 4y wilsgd > g,
initiator A B M1 M2 =
(lis[
(msg start [A, B, (atm init)]),
(msg send [(M1 M (se A))]),
(msg recv [((M2 M (se A)) M (se B))]),
(msg send [(M2 M (se B))]),
(msg end [A, B, (atm init), M1, M2])
D

responder ABM =

(lis [
(msg start [B, A, (atm resp)]),
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Semibundle3 =

([[a1,Init1], [bl, Respl], [b2,Resp2]],
(neg (learn v))) <==

Initl == initiatorab m m,

Respl == responder a b v,

Resp2 == responder ab M
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R2.1  I(A) ->B: {{M}Kb}Ka
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R23 A ->B:{{M}Kb}Kb
RL31(A)->B : {{M}Kb}Kb
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18.[a, (msg send [m " (se a)])],
19.[a, (msg recv [m M (se a) M (se e)]],
20.[a, (msg send [m M (se e)])],
21]
1.A ->I(B):{M}Ka
2.1(B)-> A : {{M}Ka}Ke
3. A ->I(B): {M}Ke
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Resp2 == responder ab M
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