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Abstract

The aim of a secret sharing scheme is to share a secret among a group of participants in such a way that while authorized subsets of
participants are able to recover the secret, non-authorized subsets of them obtain no information about it. Multi-secret sharing is the natural
generalization of secret sharing for situations in which the simultaneous protection of more than one secret is required. However, there exist
some secret sharing schemes for which there are no secure or efficient multi-secret sharing counterparts. In this paper, using cellular
automata, an efficient general method is proposed to reduce the problem of sharing k secrets (all assigned with the same access structure and
needed to be reconstructed at once) under a certain secret sharing scheme (S), to the problem of sharing one secret under S such that none of
the properties of S are violated. Using the proposed approach, any secret sharing scheme can be converted to a multi-secret sharing scheme.

We provide examples to show the applicability of the proposed approach.
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1. Introduction

The concept of secret sharing (SS) is independently
introduced by Shamir [1] and Blakley [2]. In SS schemes, a
secret is divided into some pieces, called secret shadows and
then, these shadows are shared among a group of
participants. This is done in such a way that any authorized
subset of participants can retrieve the secret. A subset is
called authorized when it belongs to a predetermined access
structure. Many secret sharing applications require the
protection of more than one secret. Using an SSscheme
multiple times to share each secret separately is the trivial
solution to this problem, but in this case each participant
should remember too much secret information. In order to
reduce the amount of information given to each participant,
multi-secret sharing (MSS) schemes have been introduced to
the literature. Here, we consider the following case which
has been introduced by Jackson et al. [3] and many MSS
schemes proposed based on it ([4-8]):

A multi-secret sharing (MSS) scheme is a method to share
more than one secret among a group of participants in such a
way that:

1. any authorized subset of participants is able to recover

all the secrets,

2. any non-authorized subset of participants obtains no

information about any of the secrets.

If the two aforementioned conditions are held, but the
knowledge on some of the secrets enables the participants in a
non-authorized subset to recover some information on other
secrets, the scheme would be called a weakly secure MSS
scheme. Otherwise, it would be called a strongly secure MSS
scheme. In the above definition, a single access structure has
been used for all the secrets. The more general case is where
each of the secrets is associated with a (possibly) different
access structure. The interested readers can find more on the
general case in [9], [10].

In recent years, a lot of researches are done to propose SS
schemes [4-15]. However, among them, there are some
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SS schemes for which there are no secure MSS counterpart.
For example, the hierarchical threshold SS schemes of [11]
are not secure for sharing arbitrary number of secrets. There
are also some other SS schemes for which the efficiency of
their MSS counterparts are almost as worse as executing them
multiple times to share each secret separately. For example,
in [12], the authors proposed an MSS scheme in which while
the share size of each participant is a constant value, the
computational cost and the number of public parameters of
this scheme is almost same as when it is used to share each
secret separately.

Motivated by these problems, the aim of this paper is to
propose a general method to reduce the problem of sharing k
secrets (all assigned with the same access structure) under an
arbitrary SS scheme (S), to the problem of sharing one secret
under S such that all the properties of S (if has any, such as
access structure, multi-use, verifiability, etc.) are
preserved.

It is proved that after applying the proposed method
to anSS scheme, the result would be a weakly
secure MSS scheme. In this way, any SS scheme can be
converted to a weakly secure MSS scheme. The proposed
method is based on cellular automata and can be considered
as a generalization of the method used in [16, 17], where
cellular automata is used to propose secure MSS and secret
image sharing schemes for hierarchical threshold access
structures [11, 15-19].

It should be noted that it is a while since cellular
automata has been used in the context of SS[7, 16, 17,
20-23]. However, a drawback of existing cellular automata-
based SS schemes (except for the schemes of [16, 17]) is that
their access structure is restricted in the sense that only a set
of consecutive participants (based on a predefined ordering)
can form an authorized subset. This constraint doesn't apply
to the proposed method.

The rest of the paper is organized as follows: In section 2,
the basic definitions of memory cellular automata are
introduced. The proposed method is described in section 3.
In section 4, the performance and security of the proposed
method is analyzed. In section 5, two applications of the
proposed method is provided. Finally, the paper is concluded
in section 6.

2. One-Dimensional Memory Cellular
Automata

A cellular automaton (pl. cellular automata, abbrev. CA) is a
discrete dynamical model which consists of a regular grid of
cells. The grid can be in any finite number of dimensions and
each cell can assume a finite number of states. For each cell,
a set of cells called its neighborhood is defined. Then, a local
transition function updates the cells simultaneously in
discrete time steps. The updated state of each cell is
determined via this function in terms of the current state of
the cell and the state of the cells in its neighborhood.

The simplest nontrivial CA is a one-dimensional CA
including an array of N cells with two possible
states s € {0,1}. For the i-th cell, denoted by (i), the
symmetric neighborhood of radius r is considered:
N; = {(i—=r),, (i), - (i + r)}. The local transition function of
the cellular automata with radius r is of the following form:

a® =f(MTP), 0<isN-1 (1)

where a” denotes the state of (i) at time T and M " €
{0,1}?>*+1 stands for the state of the neighboring cells of (i) at
time (T — 1)(It is assumed that ai(T) = a].(T), ifi =j (mod N)). A
linear cellular automaton (LCA) with radius r has a local
transition function of the following form:

aET) =Y ocjai(zj_l)(mod 2), 0<i<N-1 2)
where o; € {0,1} for every j.

Note that there are 2r+1 neighboring cells for (i).
Therefore, there exist 22*+1LCAs where each can be specified
by the integer w = ¥{__. ;2" called rule number, where
0<ws< 22+ — 1,

The vector €M = (agT),-“,af\IT_)l) € {0,1}N shows the
configuration of a CA at time T, where C(® is the initial
configuration. Moreover, the sequence {C™™} __ is called

the evolution of order k of the CA and € denotes the set of all
possible configurations of the CA. The global function of the
CAis a linear transformation, ¢:C — C, which determines the
configuration at the next time step during the evolution of
the CA, i.e., C(D = @(C(T-V),

When there is exactly one past configuration for every
current configuration of a cellular automaton, the CA is called
reversible and the evolution backward is possible. For such
CAs, there exists another CA, called its inverse, with global
function @1 (see [24]).

The CAs considered so far are memoryless, i.e., the
updated state of a cell depends on its neighborhood
configuration only at the preceding time step. Nevertheless,
one can consider cellular automata for which the state of
neighboring cells at time T as well as T—1,T—-2,--
contribute to determine the state at time T + 1. This is the
concept of the Memory cellular automaton (MCA) ([25]).
Hereafter, by a CA, we mean a particular type of MCA called
the k-th order linear MCA (LMCA) whose local transition
function takes the following form:

a” = (M) (M) e f(WT)mod ) (3)

where f; (1<j<k) is the local transition function of a
particular LCA with radius r. In this case, k initial
configurations C©,---,c&"Vare required to start the
evolution of LMCA.

Furthermore, in order for a memory cellular automaton to
be reversible, we have the following proposition proved in
[7].

Proposition 1. If fi (]\Q(T_k)) =a"™, then the LMCA
given by (3) is reversible and its inverse is another LMCA
with the following local transition function:

a” = 28 fiemer (M) +a(" ™ (mod 2) )

3. The Proposed Scheme

In this section, we employ cellular automata to propose a
general method to reduce the problem of sharing k secrets
(all assigned with the same access structure) to the problem
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of sharing only one secret. Applying the proposed method to
an arbitrary (M) SS scheme (S) would result in an MSS scheme
preserving all properties of S (if has any, including access
structure, multi-use, verifiability, etc.).

The basic idea behind the proposed approach is to
construct an LMCA (M) of order k with the secrets as its initial
configurations. Then, M is evolved and a set of k suitably
chosen consecutive configurations are chosen, k — 1 of them
would be published and the remaining one would be shared
under S. This means that practically, we share only one
single secret. In the recovery phase, any qualified subset of
participants can use their shares to recover the shared
configuration. Then, using the recovered configuration and
the public ones, they can reconstruct the inverse cellular
automata M and obtain all k secrets. The general idea is
depicted in figure 1 with notations as in table 1.

Let {SC,, -+, SCy} be the set of secrets where each of them
is a binary string of length 1. Consider S as an arbitrary
(M)SS scheme. Now, the MSS scheme obtained by using our
reduction and S as its underling (M)SS scheme consists of 3
phases: (1) the setup phase, (2) the sharing phase, and (3) the
recovery phase. The details of each phase are provided in the
following sections.

3.1. The Setup Phase

In this phase, the dealer constructs a reversible LMCA of order
k (denoted by M). In details, the dealer performs the
following steps:

e Chooses1<r< ll_TlJ as the radius of the symmetric

neighborhood of M and publishes it.

e Chooses a random number 1 < w; < 2%*1 —k + 1 and
publishes it. Then, computes the values of w; = w; +i—
1for1 <i< k-1 as the rule numbers of M.

where 0 <i<1-1 and f,, is the local transition function of
the LCA with radius r and rule numberw; (1 <i<k-1).
Note that in the proposed scheme each configuration consists
of 1 cells, i.e., the number of cells in each configuration is
equal to the size of each secret.

e Sets initial configurations of M asC® =SC;, -,

c&k-1 = 5(,.

o Performs the setup phase of S (if applicable).

3.2. The Sharing Phase

In this phase, the dealer performs the following steps:
e Computes the evolution of M of order 2k — 1 and
obtains C(O),---, C(k—l), C(k), .- c@k-1)
¢ Publishes the values of B, = C®,-- B, = CZk=2),
e Performs the sharing phase of Sto share p, = C(?x~9
among participants.

3.3. The Recovery Phase

On input of the set of shares corresponding to an authorized
subset of participants (which belongs to the access structure
of S), a trusted party can execute the following steps to
recover all the secrets:
e Runs the recovery phase of S to recover f,..
e Constructs M according to Eq. (4), i.e., the inverse
of M, with initial configurations C® =g, C® =, _, -,
ChD =p .
e Evolves M2k —1times to obtain SC; = Ck~1 ...,
SC = C10,

Table 1. Notations

SCy, -+, SCy The secrets to be shared.
e Constructs M of order k by P, P, The participants.
Shy, -+, Shy The shares to be distributed among participants.
T _ ( (T—1)) ( (T—k+1)) (T-k) Radius of neighborhood and number of cells in
4= le i Tt fWk—l i + g (mod 2) r.N a configuration of the LMCA, respectively.
(%)
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Figure 1. The diagram of the proposed scheme
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4. Performance and Security Analysis

In this section, the performance and the security of the MSS
schemes obtained by applying the proposed method is
analyzed.

4.1. Performance Analysis

In this section, the performance of the MSS schemes obtained
by using the proposed method is analyzed. The analysis is
done in terms of the share size, the computational
complexity, the number of public values, and the properties
of the obtained MSS schemes.

1. The Share Size

In the MSS schemes obtained by using the proposed method,
the share size of each participant is exactly the same as that
when S (the underling SS scheme) is used to share only one
secret. That is because in the sharing phase of the resulting
MSS scheme, the corresponding share to each participant is
obtained by sharing only one secret using S.

2. The Computational Complexity

In the proposed method, computing the evolutions of an
LMCA is all that is needed to accomplish the desired
reduction. It should be noted that in cellular automata-based
secret sharing schemes [7, 20-23], it is assumed that the
computational complexity of evolving an LMCA is linear in
terms of the order of the desired evolution. However, this is
not true and it can be easily verified that computing the next
configuration of a k-th order LMCA has computational
complexity O(k) and therefore, computing the evolution of
order k' of this LMCA has computational complexity
O(k(k’ —k)). Using this fact, the achieved reduction has
0(k?) cost where, k is the number of secrets. Therefore,
assuming that S is an MSS scheme, based on the
computational complexity of S in terms of the number of the
secrets, the obtained MSS scheme by using the proposed
method can be less or more efficient than S.

3. The number of public parameters

The obtained reduction has the cost of publishing k—1
public values. Based on the order of growth of the number of
public values of S (assuming that Sis an MSS scheme) in
terms of the number of the secret, the obtained MSS scheme
by applying the proposed method to S can be more or less
efficient than the original MSS scheme. For example, in the
next section it is shown that applying the proposed method to
the SS scheme of [12] would result in a decrease in the
number of public parameters, but applying the proposed
method to MSS schemes with constant number of public
values would result in an increase in the number of public
values.

4. The Properties

Applying the proposed method to S (as the underlying
(M)SS scheme) will preserve all the properties of S (if has
any, such as multi-use, verifiability, access structure, etc.).
The only constraints of the proposed method are that it is not
applicable in situations where the secrets are assigned with
different access structures or it is required to reconstruct the
secrets independently.

4.2. The Security Analysis

In the following we prove that with knowledge on none of
the secrets, non-authorized subsets of participants obtain no
information about the secrets. First, we have the following
lemma which states a natural property of the memory cellular
automata.

Lemma 1. Let M denote a k-th order LMCA and
c®,cl-D, ..., cG-k+1) denote k consecutive configurations of
it. Then, without any knowledge about even one of these
configurations, it is not possible to obtain any information
about C0*D,

Proof. Without loss of generality assume that there is only
one configuration CU~D (for a fixed number 0 <1<k—1)
that we have no information about. In order to compute

cl+D = (ag”),n-,agt?), we have to solve the following
system of equations

r r
j+1 ' G-1
a? ) _ ZF_r O‘l,tai(lgt + ot Zt=_r O(l+1,tai]+t + o
r .
* Zt el Y, =0, N- 1.
=-r

g+1

In the above system there is 2N unknown values (a;

and ai(j'l) fori=0,---,N—1) and only N equations.
Therefore, no information about CU*Y can be obtained.

Now, we have the following lemma which is a

generalization of Lemma 1 and can be proved easily by
induction on i.
Lemma 2. Let M denote a k-th order LMCA and let
c®,cl-D,... cG-k+1) denote k consecutive configurations of
it. Then, without knowledge about even one of CVs, (j — k +
1) < 1< j, it is not possible to obtain any information about
any further configurations of M, i.e., it is not possible to
obtain information about C0*V for any i > 1.

Now, the following theorem shows that the result of
applying the proposed method to an arbitrary secret sharing
scheme S (with perfect secrecy) would result in a weakly
secure MSS scheme.

Theorem 1. Let S be an arbitrary SS scheme with perfect
secrecy. Then, the MSS scheme obtained by applying the
proposed method to S is a weakly secure MSS scheme, i.e., in
the obtained MSS scheme,with knowledge on none of the
secrets, the set of shares corresponding to any non-authorized
subset of participants reveals no information about any of the
secrets.

Proof. Let A be an attacker and let B be an arbitrary
non-authorized subset of participants. Perfect secrecy of
S makes it impossible for A (even by accessing to the set of
shares corresponding to the participants in B) to obtain any
information about the shared configuration of M under S in
the sharing phase. Therefore, A has only access to k—1
consecutive configurations of M (i.e., the published values).
Now, Lemma 2 implies that A can obtain no information
about any further configuration of M. Therefore, he obtains
no information about any of the secrets from shares
corresponding to B.
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5. Applications for the Proposed Mehod

In this section, the applicability of the proposed method is
shown by providing two examples. Since it is straightforward
to apply the proposed method to an SSscheme, only the
results of these implementations are reported. The interested
readers can find the details of the underlying SS schemes in
the referred sources.

5.1. Applying the Proposed Method to the
S§S Scheme of [11]

As explained in the introduction, the MSS scheme presented
in [16] is a special case of the proposed method when it is
applied to Tassa’s hierarchical threshold SS scheme [11]. To
the best of our knowledge, it is the only known secure
hierarchical threshold MSS scheme. The interested readers
can see [16] for the details of this specific implementation.

5.2. Applying the Proposed Method to the
MSS Scheme of [12]

In 2010, Das and Adhikari proposed an MSS scheme with
general access structure (hereafter, this scheme is denoted for
short by DA). DA provide some desirable properties such
as verifiability, multi-usability and constant share size.
However, the number of public parameters in DA is of order
0(k?) where, k is the number of the secrets. By applying the
proposed method to DA as the underlying SS scheme, while
the computational complexity of the achieved MSS scheme
would be the same as that of the original MSS scheme, the
number of public parameters of the scheme would be
decreased from 0(k?) to O(k).

6. Conclusions

In this paper, cellular automata is employed to propose a
general method to reduce the problem of sharing k secrets
with a certain secret sharing schemeS, to the problem of
sharing one secret under S such that all properties of S remain
intact. The proposed method is applicable to situations where
the same access structure is assigned to all the secrets and all
of them should be recovered at once. Some examples are also
provided to show the applicability of the proposed method.
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