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Abstract

The high volume of unwanted spam emails annoys the Internet users; causes spam activities and financial losses. So, spam detection is a serious
task to provide a secure electronic environment. Email spam databases usually have multimodal distributions with high overlap, which cause
difficulties in separating spam emails from normal emails. Moreover, the number of available labeled emails may be limited. A supervised
feature extraction method, which is called cluster space linear discriminant analysis (CSLDA), is proposed in this paper to deal with these
difficulties. CSLDA uses the ability of unlabeled testing samples in addition to labeled training ones for estimation of the within-class and
between-class scatter matrices. Based on the multimodal distribution of email spam databases, CSLDA clusters the unlabeled testing data for
using them in the learning phase of feature extraction. CSLDA uses the testing samples without determination of their labels, and just with
obtaining relationship between training and testing samples through clustering. The use of Fisher criterion increases the class discrimination.
Moreover, the use of clustered unlabeled samples solves the small sample size problem and provides good performance for multimodal data.
The experimental results on spambase dataset indicate the superiority of CSLDA compared to some popular and state-of-the-art feature
extraction and spam detection methods, especially in small sample size situations.
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1. Introduction traffic is more than 70%. In addition, spam emails may cause
security breaches. For instance, some major threats presented
by spam are phishing [8-9], which bothers users through
stealing personal information from the recipient, such as bank
account numbers, and spoofing, which is based on misleading
[10-11]. So, dealing with spam is a key challenge for
information technology research.

Spam detection is a categorization problem where the classes
to be predicted are spam and legitimate. Many machine-
learning algorithms, such as Bayes classifier [12], [14] and
support vector machine [15-16], have been successfully
applied to the email spam detection task [17], [19]. Soft
machine learning methods such as neural networks need a lot
of training samples to learn. In other words, they cannot be
trained using small training samples, and therefore, they
cannot work using limited training samples [20], [22].

The Internet users deal with many threats in the web
environment. The web threats may cause loss of private
information, identify theft, and financial damage. Electronic
mail (Email) as a simple, cheap, and effective tool of
communications is used by almost all Internet users. This
simple communication tool is attacked by a lot of threats such
as spam. Spam emails that are a variety of unwanted or junk
mails are Internet mails which are sent to a group of users who
have not requested them. The economic cost of spam emails
is significantly high. This costly burden consists of the
bandwidth, memory, time expended by users, server capacity
wasted, and businesses' productivity losses [1], [5]. Spam
emails affect millions of users. For instance, according to
published reports [6-7], the global ratio of spam in email
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The negative selection algorithm (NSA) inspired by artificial
immune system model combined with differential evolution
(DE) has been proposed in [2]. In the NSA-DE method, DE
generates detectors at the random detector generation phase of
NSA, the generated detector distance is maximized and
overlapping of detectors is minimized. The spam detection
algorithm introduced in [19] uses a wrapper-based feature
selection method to extract crucial features. It uses the
decision tree classifier and the binary particle swarm
optimization (PSO) with mutation operator (MBPSO) as the
subset search strategy. In the combined NSA-PSO method
[23], PSO is implemented to improve the random detector
generation in the NSA algorithm. In [22], the application of
the group method of data handling (GMDH) based inductive
learning approach is explored in spam detection by
automatically identifying content features which effectively
distinguish legitimate from spam emails.

Feature extraction methods [24], [27] can be applied for
feature transformation of data to increase the class
discrimination. Linear discriminant analysis (LDA) [28-29] is
a popular and widely used supervised feature extraction
method in pattern recognition problems. LDA maximizes the
between-class scatter matrix while simultaneously minimizes
the within-class scatter matrix. Because of singularity of
within-class scatter matrix, LDA fails to work in small sample
size situations. The median-mean line based discriminant
analysis (MMLDA) method [30] alleviates the negative effect
of outliers on the class mean with introducing the median-
mean line as an adaptive class-prototype. The within-class
scatter matrix is usually singular in small sample size
situation. So, to overcome this problem, the principal
component analysis can be used first to reduce the dimension
of data and then, the MMLDA method is performed in the
reduced transformed space. Locality preserving projection
(LPP) [31] is an effective manifold learning method, which
can be performed supervised or unsupervised. Unsupervised
LPP, which uses no class label information, represents the
topological structure of data with an adjacency graph, while
supervised LPP preserves the local structure of labelled
samples by the constructed graph. Unsupervised LPP only
considers the relationship between two points when
constructing the graph, while supervised LPP only considers
samples within the same class during graph construction. The
values in similarity matrix are assigned as one when two
samples belong to the same class. Otherwise, the values are
assigned to be zero.

Email spam datasets usually have multimodal distribution.
This characteristic of data degrades the performance of the
above mentioned feature extraction methods. To deal with this
problem, a supervised feature extraction method is proposed
in this paper that uses the

clustering approach to improve the email spam detection
performance. The proposed method, which is called cluster
space linear discriminant analysis (CSLDA), increases the
class discrimination with maximizing the between-class
scatters and minimizing the within-class scatters. To deal with
the limited availability of labelled training instances, and also
to generalize the classifier for classification of non-seen
testing samples, CSLDA uses the ability of unlabelled testing
samples in addition to labelled training samples. CSLDA
clusters the unlabelled testing data and calculates the
likelihood that each training sample belong to each of clusters.
Therefore, CSLDA obtains the relation between training

samples and testing ones through clustering and Bayes
theorem to calculate the membership probabilities of training
samples in each cluster of testing data. In other words, CSLDA
uses the potential of testing samples in the learning phase of
feature extraction without determination of their labels. After
transformation, the extracted features, which have more class
discrimination ability compared to original features, are given
to an appropriate classifier for classification. The nearest
neighbour classifier is used in this work. The classification
results using features extracted by the proposed CSLDA
method are compared with features extracted by LDA,
MMLDA, supervised LPP, and also with original features for
spam base dataset. Moreover, the classification accuracy of
CSLDA is compared with NSA-DE [2], MBPSO [19], NSA—
PSO [23], and GMDH [22] spam detection methods. The
experimental results show better performance of CSLDA
compared to other methods, especially while using small
training sets.

The remainder of this paper is organized as follows. The
CSLDA method is introduced with more details in Section 2.
The experimental results are discussed in Section 3. Finally,
conclusions are presented in Section 4.

2. Proposed Method

An email spam detection method is introduced in this section
that uses a feature transformation before classification. Fig. 1
shows the normalized histogram (probability distribution) of
spam and normal data for several features of database, i.e.,
word_freq_all, word_freq our, word freq order,
word_freq will, word freq you, and char freq !. Two
conclusions can be made from this figure. First, the
distribution of email spam data is multimodal. Second, the
spam and normal classes have overlap in the most dimensions
of feature space. Based on these findings, we propose a feature
extraction method in this paper that solves the difficulties of
spam datasets. The proposed method, based on the multimodal
nature of data, clusters the testing data and uses the ability of
clustered unlabeled testing samples to solve the small sample
size problem. The proposed method increases the class
separability using Fisher criterion. The clustering approach,
for estimation of scatter matrices, deals with multi-modal data.
Moreover, the proposed method, by using both labeled
training samples and unlabeled testing ones in the learning
phase of feature extraction, generalizes the ability of classifier
for classification of unseen email samples. So, the
classification accuracy is significantly increased using limited
training samples.

The proposed method, which is called cluster space linear
discriminant analysis (CSLDA), utilizes the testing samples
without determination of their labels, and only with obtaining
the relationship between training samples and testing ones.
The use of unlabeled samples in the learning phase of feature
extraction process provides some advantages. For instance, it
generalizes the ability of classifier for discrimination and
classification of unseen emails. On the other hand, gathering
of labeled samples is a hard, costly and time consuming task,
and so, the available training samples are limited. Because of
using the ability of unlabeled samples, CSLDA can work
using limited training samples with better classification
accuracy compared to other feature extraction methods
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Figure 1. Histogram of email spam and normal data for some email spam features.

The CSLDA method with maximizing the between-class
scatters and minimizing the within-class scatters increases
the class discrimination, and so improves the classification
accuracy. Popular supervised feature extraction methods
such as LDA do not work well when there is a small training
set. This disadvantage is because of singularity of within-
class scatter matrix, and also, non-accurate estimates of both
the within-class and between-class scatter matrices. The
proposed CSLDA method, by using unlabeled samples in
addition to labeled ones, deals with this difficulty. Let x4,
be a sample of dataset, which belongs to one of n, class,
where d is the dimensionality, i.e., the number of original
features (attributes) of data. Since an information class is
insufficiently described by a single well-defined grouping,
it is represented by a group of clusters. These clusters are
generated from the unlabeled (testing) samples of data.
Although clusters can be pure clusters of one information
class, it is more probable that each information class is
composed of a group of clusters. So, each one of training
samples, which has a special class label, can belong to some
clusters. Based on this idea, we do a clustering with K
clusters on the unlabeled testing data, and then estimate the
within-class scatter matrix (S,,) and the between-class
scatter matrix (S,) as follows:

Sw = Z?il ?:tcl[(xic - mc)(xic - mc)T +
Yi=1 Dkexck p(k|x;c) (o = ) (2 — )" (1)
Sb =Zgi1ntc(Mc_M)(Mc_M)T (2)

where x;, is ith training sample of class ¢, m, is the mean
of training samples of class c, n;. is the number of training
samples in class ¢, x* is a testing sample that belongs to

cluster k, X* is subset of testing samples of cluster k, and
My is the mean of testing samples of cluster k. n, and K are
the number of classes and the number of -clusters
respectively. p(k|x;.) is the likelihood that x;. belongs to
cluster k. The combined mean of class ¢ (M) and the total
combined mean (M), which are used in S,,, are calculated
as follows:

M, =m+ (L) Z:Zi

Ntc

SR ip(klxi) py 3)

1 1
M = () zee, me+ (3) hor e “)
The mean of training samples in class ¢ (m,) and the mean
of testing samples in cluster k (u;) are calculated as
follows:

1 C
m;, = n—tczglxw (5)
1
e = N—kzxkexk xk (6)

where N, is the number of unlabeled testing samples of
cluster k. Note that Eq. (1), for calculation of S, , is
composed of two terms. The first term uses only the labeled
training samples, and the second term uses only the
unlabeled testing samples to calculate the within-class
scatter matrix. Actually, ith training sample of class ¢ (x;.)
can belong to several clusters. The likelihood that x;.
belongs to each of K available clusters is obtained.
Corresponding to these likelihoods, the testing samples of
each cluster are contributed in calculation of S, according
to the second term of (1). Moreover, the combined mean of
class c, i.e., M, is composed of two terms. The first term is



The CSI Journal on Computer Science and Engineering, Vol. 15, No. 1, 2017 25

the mean of training samples of class ¢, and the second term
calculates the weighted mean of testing samples in clusters.
In other words, each testing sample of cluster k is
contributed in the calculation of M, corresponding to the
membership probability of training sample of class c to the
cluster k. The total mean M is also composed of two terms
where the first term and the second term are the mean of
training samples and the mean of testing samples
respectively. With assuming the Gaussian distribution for
data, the likelihood that sample x;. belongs to cluster k is
given by:
p(xtc|k) =

_t X —u ) TE (x —
L —exp (£ Crie — )T (e — ) ™

where u;, and X, are the mean vector and the covariance
matrix of cluster k respectively. The matrix X}, is estimated
as follows:

1

k= o Zakexc (X — ) (6 — )" ®)
We can assume that all clusters have a spherical
distribution, and so, their covariance matrices are unit
diagonal to avoid the covariance matrix estimation for each
cluster. This assumption is reasonable since each cluster has
relatively small variance and moreover, we use the K-means
algorithm for clustering where it favors the generation of
clusters that are hyperspherical. Therefore, the probability
distribution function for cluster k can be calculated as:

1

plxiclk) = Tz exp (= dist(xie. ) ()

where
diSt(xicr”k) = (xic - ﬂk)T(xic - Ilk) (10)

is the Euclidean distance from x;. to p;,. The likelihood that
correct cluster is k for training sample x;. is determined
using Bayes’ theorem, as follows:

p(Xic|[K)p()

plklxic) = S @

)

that p(k) = %:St is the prior probability of cluster k where

Niese is the total number of testing samples. With
combining the equations (9) and (11), we have:

exp(—gdist (xici) ) (k)
pklxi) = ¢ T
Th=q exp(—5distCxicm) )p(k)

(12)

After calculating the scatter matrices, we use the following
regularization method to deal with the singularity of S,, and
to increase the classification accuracy:

S,, = 0.5S,, + 0.5diag(S,,) (13)

To maximize the between-class scatter matrix and to
minimize the within-class scatter matrix, the Fisher
criterion, maxtr(Sw_lsb), is used. For extracting p
features from d original features, the p eigen vectors of
S, 'S, associated with the largest p eigenvalues of
S 'S, compose the projection matrix A. So, we have:

Ypx1 = ApxaXqxi. Finally, the extracted features (y) are
given to a nearest neighbor classifier for data classification.

3. Experiments

In this section, we evaluate the performance of CSLDA
compared to LDA, MMLDA, supervised LPP, and original
features for spambase dataset. Moreover, the classification
accuracy of CSLDA is compared with NSA-DE [2],
MBPSO [19], NSA-PSO [23], and GMDH [22] spam
detection methods.

3.1 Dataset and evaluation measures

The spambase dataset [32], acquired from email spam
messages, is composed of 4601 emails where 1813 (39%)
of them are made to be spam emails and 2788 (61%) of them
are identified as normal or non-spam messages. Unlike most
corpuses, which are provided in the raw form, acquisition of
this corpus is pre-processed. Each sample of this dataset is
a 58-dimensional vector where 48 of the features are
presented by words that enlisted as the most unlabeled
words for the class spam and are generated from the original
emails with the absence of a stemming or stop list. The
remained 6 features are the percentage of presence of
special characters, i.e., “;”, “(*, “[*, “!”, “§”, and “#”. A
representation of various measures of presence of capital
letters in the text of messages is given by other 3 features.
Last feature is the class label and indicates that an instance
is spam or non-spam by 1 and O respectively. The
description of features for this database is given in Table 1.
The training samples are chosen randomly from entire
datasets and the remained samples are used for testing. Each
experiment is repeated 10 times and the average
classification results are reported. To evaluate the
performance of the proposed method in different sizes of
training set, we perform extensive experiments with various
training sample sizes. Out of the entire dataset, n% of
samples in each class is used for training and the remaining
(100-n)% of class samples are used for testing, where n=1,
5, 10, 30, 50, and 75.

Several evaluation measures are used for assessment of
email spam detection or any binary classification method
[33-34]. These measures consist of confusion matrix, spam
classification accuracy (that is equal to true positive rate
(TPR) and spam recall (R)), legitimate classification
accuracy, false positive rate (FPR), spam precision (P), F-
measure, and overall classification accuracy. The confusion
matrix shows the actual and predicted classification of each
class. Other evaluation measures can be calculated from the
confusion matrix as represented in Table 2. In this context,
positive and negative refer to email considered as spam and
legitimate respectively. The number of spam emails that are
correctly detected is denoted by true positive (TP), the
number of legitimate emails that are falsely classified as
spam is denoted by false positive (FP), the number of spam
emails that are falsely classified legitimate is denoted by
false negative (FN), and the number of legitimate emails
that are correctly classified is denoted by true negative
(TN). By considering different thresholds, the tradeoff
between TPR and FPR is described visually by the receiver
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Table 1. The description of features in spambase dataset.

1 word_freq make 16 word_freq free 31  word freq telnet 46  word freq edu

2 word_freq_address 17 word_freq_business 32 word_freq 857 47  word_freq_table

3 word_freq_all 18  word_freq email 33 word freq data 48  word freq conference

4 word_freq 3d 19 word_freq you 34 word freq 415 49  char freq ;

5 word_freq_our 20  word_freq credit 35  word_freq 85 50  char _freq (

6 word_freq over 21 word_freq your 36  word freq technology 51  char freq [

7 word_freq remove 22 word_freq font 37  word freq 1999 52 char freq !

8 word_freq_internet 23 word_freq 000 38  word freq parts 53 char freq $

9 word_freq_order 24 word_freq money 39  word freq pm 54 char freq #

10 word freq mail 25  word_freq hp 40  word freq direct 55  capital run_length average
11 word freq receive 26  word_freq hpl 41  word freq cs 56  capital run length longest
12 word_freq will 27  word_freq george 42 word freq meeting 57  capital run length_total

13 word_freq_people 28  word_freq 650 43 word_freq original 58  class_label

14 word freq report 29  word freq lab 44 word_freq project

15  word freq addresses 30  word freq labs 45  word freq re

Table 2. Evaluation measures for assessment of email spam detection

Evaluation measure Formula
Spam classification accuracy, True positive rate, spam recall A =TPR=R= P
p Y, True p » SP CCspam = “UTTP¥FN
Legitimate classification accurac A N
ul =
g y e = Fp + TN
False positive rate FPR Fp
v —
P FP+TN
. TP
Spam precision =
TP + FP
.P.R
F-measure =
%JP+ RTN
Overall classification accuracy Acc = L L —
TP+ FP + FN + TN

operating characteristic (ROC) curve [35]. The area under
the curve (AUC) [36] an important scalar measure, which is
calculated from the ROC curve. Having a classifier with
higher AUC value is desirable. The useful classifiers would
have AUC values in the range [0.5,1] and an ideal classifier
has AUC value equal to 1.

3.2 Experimental Result

The same training samples are used for obtaining the feature
transformation matrix in CSLDA, LDA, MMLDA, and
supervised LPP methods. The features extracted by them,
and also the original features, are given to a nearest neighbor
classifier with Euclidean distance. In CSLDA, the number
of clusters is considered equal to the number of classes, i.¢.,
K = n, = 2. The classification results acquired by 1%, 5%
10%, 30%, 50%, and 75% training samples for spambase
dataset are reported in Table 3. The best results are shown
in bold. The ROC curves for spambase dataset are also
shown in Fig. 2. The following conclusions can be found
from the results:

1- CSLDA provides the highest
accuracy in terms of different evaluation measures by using
both small and large training sets.

2- Although in some cases, when there is large
enough training samples, the LDA or original features
provide better results than CSLDA in terms of

spam/legitimate classification accuracy (AcCspam/ACCiey),

classification

false positive rate (FPR), or spam precision (P); but in all
cases, by using small or large training sets, CSLDA
achieves the highest classification accuracy in terms of F-
measure (F), Overall classification accuracy (Acc), and the

area under the ROC curve (AUC), which consider both the
spam and legitimate classification accuracies.

3- The superiority of CSLDA compared to other
methods is significant by using small training sets. It is
expected, because CSLDA uses the ability of unlabeled
testing samples in addition to labeled training ones to deal
with the small sample size situation.

4- While LDA has low efficiency by using small
training sets, because of singularity of within-class scatter
matrix, it provides the best classification results, after
CSLDA, by using large training sets.

5- Original features provide more classification
accuracy compared to features extracted by MMLDA and
LPP.

6- The efficiency of LPP is superior to MMLDA.

7- By increasing the number of used training samples,
the classification results are improved, and the ROC curves
are closed to the upper left corner of the ROC space.
Moreover, the efficiencies of all methods become nearly
close together.

From the obtained results, it is concluded that the CSLDA
method is an efficient feature extraction method that
produces features which can significantly improve the
performance of email spam detection especially when there
is limited training samples. In addition to feature extraction
methods, the performance of CSLDA is compared with
NSA-DE [2], MBPSO [19], NSA-PSO [23], and GMDH
[22] spam detection methods in terms of overall
classification accuracy. The results acquired by 75%
training samples for spambase dataset are reported in Table
4. The comparison results show the superiority of CSLDA
respect to other spam detection frameworks.
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Table 3. The classification results for CSLDA compared to LDA, MMLDA, LPP, and original features.

5% training samples

Accopam = TPR =R AcCeg FPR P F Acc AUC

CSLDA 80.53 83.75 19.47 86.87 85.28 82.48 82.14
LDA 55.21 72.17 44.79 71.25 71.70 65.49 63.69
MMLDA 61.67 74.71 38.33 74.98 74.85 69.57 68.19
Lpp 61.83 74.21 38.17 74.94 74.57 69.33 68.02
Original 63.71 76.61 36.29 76.45 76.53 71.53 70.16

10% training samples

AcCspam = TPR =R AcCreg FPR P F Acc AUC

CSLDA 82.52 87.30 17.48 88.48 87.89 85.42 84.91

LDA 96.80 23.67 3.20 91.92 37.65 52.49 60.24

MMLDA 61.89 77.01 38.11 75.65 76.32 71.05 69.45

LPP 64.59 77.47 35.41 77.09 77.28 72.40 71.03

Original 66.08 81.99 33.92 78.80 80.37 75.72 74.04
30% training samples

AcCopam =TPR =R Accpgg FPR P F Acc AUC

CSLDA 89.02 92.79 10.98 92.86 92.82 91.31 90.91

LDA 85.60 91.18 14.40 90.69 90.93 88.98 88.39

MMLDA 72.31 81.96 27.69 81.99 81.97 78.16 77.13

LPP 76.28 83.82 23.72 84.46 84.14 80.85 80.05

Original 79.26 87.02 20.74 86.58 86.80 83.96 83.14
50% training samples

Accepam =TPR =R AcCreg FPR P F Acc AUC

CSLDA 92.61 93.87 7.39 95.13 94.49 93.37 93.24

LDA 91.23 94.19 8.77 94.29 94.24 93.02 92.71

MMLDA 83.34 87.37 16.66 88.97 88.17 85.79 85.36

LPP 84.28 88.77 15.72 89.67 89.22 87.00 86.53

Original 87.26 91.14 12.74 91.67 91.40 89.61 89.20

75% training samples

Accopam =TPR =R AcCeg FPR P F Acc AUC
CSLDA 96.53 96.99 3.47 97.72 97.35 96.81 96.76
LDA 95.31 97.63 4.69 96.97 97.30 96.72 96.47
MMLDA 92.94 94.37 7.06 95.36 94.86 93.81 93.65
LPP 93.00 94.58 7.00 95.41 94.99 93.96 93.79
Original 94.21 95.95 5.79 96.22 96.08 95.26 95.08
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Figure2. ROC curves achieved by 1%, 5% 10%, 30%, 50%, and 75% training samples for spambase dataset

Table 4. The overall classification accuracy of CSLDA compared to other spam detection frameworks

CSLDA NSA-DE MBPSO NSA-PSO GMDH
Acc 96.81 80.66 94.27 82.62 91.7
4. Conclusion References

An email spam detection algorithm, based on a feature
extraction method, is proposed in this paper. The proposed
CSLDA method significantly increases the class
discrimination and deals with available limited training
samples by using clustered unlabeled testing samples. The
CSLDA method uses the Bayes’ theorem to obtain the
membership likelihood of each training sample to each of
clusters of testing data. Each unlabeled testing sample
contributes in estimation of scatter matrices beside the
associated labeled training samples corresponding to the
membership probabilities. The CSLDA method provides
better classification results in terms of different
classification measures. This improvement is significant by
using limited training samples. For instance, while original
features provide 65.88% overall classification accuracy by
using 1% samples as training in spambase dataset, CSLDA
achieves 75.16% classification accuracy in the same
conditions.
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