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Abstract 
 
In this paper we provide a process algebra to formally analyze ad hoc protocols above network layer. Mainly our focus in this paper is on 
formal modeling and analysis of routing protocols. We explain the semantics of our algebra using labeled transition systems and then define 
an equivalence relation between them. Finally we illustrate application of our algebra by a case study on cluster formation process of cluster 
based ad hoc routing protocol. 
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1. Introduction 
 
Mobile Ad hoc Networks (MANETs) are the ultimate 
frontier in wireless communication. They allow network 
nodes to communicate directly with each other using wireless 
transceivers without the need for a fixed infrastructure. The 
protocols applied in such networks are usually tested by 
means of simulation. As is well-known, by simulation one 
cannot explore all conditions that are required to verify such 
systems. On the other hand, formal methods can be used to 
model such protocols, and then verify them using (semi) 
automated model checking or theorem prover techniques. In 
this paper first we explain different formal approaches 
applied to verify protocols at the network layer, i.e. routing 
protocols in ad hoc networks and then we continue with 
formal methods available for verification of network 
protocols (not essentially ad hoc) and finally explain algebras 
related to our calculi. 

Process algebras provide strong techniques to reason 
about these systems at the modeling level. Process algebras 
are basically used to model communicating and concurrent 
systems such as Communicating Sequential Processes, CSP 
[1], Calculus of Communicating Systems, CCS [2], and 
Algebra of Communicating Processes, ACP [3]. Pi-calculus 
[4] and its extensions allow modeling distributed and mobile 
systems. In these algebras, communications, either inside the 

system or between the system and its environment, are 
modeled by synchronous actions on shared channels. The 
topology of the network is often assumed to be static, and 
detailed information about messages and their structure is not 
considered. The topology of ad hoc networks however has a 
direct impact on the behavior of routing protocols. We 
introduce a new process algebra to verify concurrency 
behaviors of processes in the presence of topology changes. 
Connectivity of a network is modeled by a connectivity 
function and is embedded implicitly in the semantics. 

Related works. The Spin model checker has been applied 
in [5,6,7] to verify routing protocols in ad hoc networks, 
namely Wireless Adaptive Routing Protocol (WARP) [8], 
Lightweight Underlay Network Ad hoc Routing protocol 
(LUNAR) [9], and Distance Vector Routing Protocols. 
Uppaal has been applied in [6,11-14] to verify real-time 
aspects of routing protocols in ad hoc networks as a network 
of timed automata. The main properties considered for ad 
hoc network protocols in these works are broadcast, 
connectivity and mobility behavior of nodes. In both 
approaches, the connectivity of nodes is modeled by a two-
dimensional array of booleans, and then mobility is modeled 
by manipulation of this matrix. Broadcast communication is 
handled by unicasting to all nodes with whom the sending 
node presently has connectivity, using the connectivity 
matrix. In [14], the backoff algorithm in ad hoc network is 
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verified using PEPA, a stochastic process algebra. In this 
approach the topology of network is static and broadcast is 
implemented by unicasting.  

There are some related works on modeling network 
protocols. The Calculus of Broadcasting Systems, CBS [15], 
is a process algebra in which the only means of 
communication is broadcast. When a process broadcasts, all 
other processes receive. We modify global broadcast as 
defined in CBS to broadcast at wireless network (local 
broadcast). Nomadic pi [16], an extension of pi-calculus, is 
suitable for verifying distributed and mobile systems. This 
algebra provides a two-level framework; at the lower level 
location-dependent primitives are introduced, while at the 
second layer location-independent operations are defined 
using the underlying primitives. This algebra can model 
distributed systems appropriately (at the application layer). In 
Nomadic pi, communication is channel-based; a process 
transmits data on a channel and another process receives data 
from the channel synchronously. In [17] a process algebra for 
network communication is introduced which focuses on real-
time and capacity constraints of channels. In [18] pi-calculus 
is extended by a set of specific patterns for expressing 
protocol behavior such as route discovery and explicit 
congestion notification. However, this approach does not 
consider broadcast and topology changes. In [19] an 
algebraic model of an ad hoc network for mobile computing 
is developed. This model is achieved by the interplay of two 
algebras; the pathset algebra Z which provides a means to 
model the infrastructure, and a modal algebra for modeling 
multi agent systems. This approach provides a unified 
framework for modeling application layer protocols 
considering the underlying infrastructure. This approach is 
appropriate for modeling a system where interactions at the 
application layer affect the underlying structure. 

Related calculi to ours are [20-25]. CBS# [20], an 
extension of CBS, models a node by considering a store to 
maintain data received. This framework is more suited to 
verify security ad hoc protocols and is based on flow 
analysis. The mobility is modeled in semantics by assigning 
a set of topologies to each state and defining a behavior for 
each topology. This work is more similar to our earlier work 
in [25] with difference that in ours a behavior is defined for a 
set of topologies. CWS [21] (Calculus for Wireless Systems) 
is a channel-based algebra for modeling of protocols at the 
data-link layer, at which interferences are an essential aspect. 
CMN [23] (Calculus of Mobile ad hoc Networks) is a value-
passing calculus, inspired by CWS which models mobility by 
mobility rules in semantics. In CMAN [22] (Calculus of 
Mobile Ad hoc Networks), the topology is a part of the 
syntax and are explicitly handled in semantics which affects 
the modularity of the semantics. The ω-calculus [24], a 
conservative extension of the π-calculus, separates a node's 
computational behavior from the description of its physical 
transmission range. A complete comparison between above 
mentioned algebras can be found in [25]. They are compared 
in terms of their specification and modeling concepts.  

This paper is based on earlier work in [26] and is 
completely different from works in [25,27]; we have 
modeled mobility in this paper using pre-condition concepts 
in semantics which are predicates over connectivity function, 
while in [25], we have modeled it by computing the set of 
possible topologies in semantics. Computing the set of 
topologies is not easy and cannot be automated in verifying 

an application easily. Although in [27], we have almost 
followed a same line on modeling mobility, these works 
based on different technicalities to follow different aims at 
mind. In [27], we focused on deriving an equational system, 
and based on an extension of branching bisimilarity called 
branching computed network bisimilarity. However in this 
paper, we aim at modeling true concurrency (not interleaving 
semantics) of send actions occurring in different parts of a 
network and the same as [25], is based on an extension of 
observational congruency called network bisimilarity. 
Besides with difference aims, there are some differences on 
syntax (different operators and actions). 

The rest of the paper is organized as follows: in section 2 
we explain our algebra, its syntax and semantics. In Sections 
3, we define equivalence relations on protocols and 
networks. Section 4 presents a case study on the cluster 
formation process of cluster-based routing protocol. Section 
5 contains our conclusions and directions for future work. 
 

2. Routing Process Algebra 
 
As mentioned in Section 1, in this paper we focus on 
modeling and verifying protocols at the network layer in ad 
hoc networks. As most of the protocols at this layer are 
routing protocols, we call this process algebra Routing 
Process Algebra (RPA). We abstract from MAC layer by 
assuming interference range and decoding range of each 
node are equivalent and the contention between nodes has 
been resolved as explained in Section 2.2.  

The properties we consider for ad hoc protocols are local 
broadcast, connectivity and topology changes. When a 
message is sent by a node, only the nodes located in the 
range of the transmitter will receive the message. Our algebra 
should therefore support local broadcast. We have modified 
the global broadcast operation of CBS [15] to local 
broadcast; only adjacent nodes to the sender receive the 
broadcasted message.  Ad hoc protocols should behave 
correctly according to the underlying topology and topology 
changes (dynamic). Connectivity is modeled by a 
connectivity function denoted by . As the mobility behavior 
of nodes is not specified in a protocol specification, it should 
be implemented implicitly to verify the protocol against 
topology changes. We have implemented mobility in the 
semantics by imposing some restriction over connectivity 
function. 
 
2.1. RPA Syntax 
 
The syntax of RPA is shown below: 
      N ::= 

1
 AP  || … ||  

nAP  A1,…,An Names 

       P ::=  0  |  1  |  a.P  |  P+P  |  P ڇs P  |  [B]P  |  P/h, 
             where  a Actions, s,hActions 

       B ::=  BB  |  BB  |  B  |  R 
       R::=  R=R  |  R≤R  |  R≥R  |  R<R  |  R>R  |  R≠R  |  x  |  d, 
            where xVariables, dData 
where 0 specifies a deadlock (unsuccessful termination). In 
contrast, 1 specifies a successful termination. a.P shows a 
process that is able to perform action a and then behaves like 
process P. The action a in the set Actions can be a send 
action mx! or md! (with d a datum from Data) or a receive 
action mx? or md? (with x variable in Variables) used in a 
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broadcast communication where m is a predefined message 
type m in Message set, or an internal action at one of the 
processes. The occurrence of variable x in process mx!.P is 
free while it is bound in process mx?.P. The only binding 
operator in RPA is “receive” action. The process P1+P2 
behaves non-deterministically like process P1 or P2. The 
process P1 sP2 defines CSP-like multi-way synchronization 
of two processes P1 and P2 on a set s of actions. The guarded 
command enables one to influence process behavior based on 
data received via a message transfer. For example, the 
process [x>10]P behaves like P if the value of x is greater 
than 10, and like 0 otherwise. To encapsulate some internal 
behavior of a process, hide operator is used. The process P/h 
insures the action defined in h cannot be synchronized with 
any other processes Names is a set of node names, which 
model hardware addresses of the nodes at which processes 
can run. A process P at a node Ai is denoted by  

iAP . A 

network, 
1

 AP || … ||  
nAP , is defined by the composition 

of processes P1,…,Pn which run at nodes A1,…,An, via 
broadcast communication.  

A network or process term is closed if the set of its free 
variables are empty and otherwise it is open. The set of 
bound variables of a network is defined as given in Table 1, 
where b is an internal action, not send and receive actions. 
The set of free variables are defined similarly.  

Broadcast communication composition can only be 
defined between processes running at different nodes. The 
inner structures of processes at nodes can be sequence “.”, 

choice “+”, multi-way synchronization “ڇ”, guarded 
command “[]”, and hide operator “/”. The set of local 
processes that can be deployed at a node is represented by 
Protocol, and the set of broadcast communicating processes, 
composed of protocols using broadcast communication 
operator, is represented by Network. Physical locations in ad 
hoc networks are modeled by set of Names. The 
connectivity, network topology, is defined by the function 
:NamesԶNames, and defines the immediate neighbors of 
each node in the network. This function need not be 
symmetric; possibly node A is connected to node B, while at 
that time B is not (yet) connected to A. 

We add recursion to our syntax to support infinite 
computation. A process declaration consists of a collection E 
of recursive equations X1=P1,…, Xn=Pn, where P1,…,Pn can 
contain occurrences of the recursion variables X1,…,Xn. We 
write Xi|E (with i=1,…,n) for the process that behaves as Xi, 
with respect to E. 
 

2.2. RPA Semantics 
 
We use structural operational semantics to define the formal 
semantics of RPA operations. Each semantic rule consists of 
two parts: pre-condition (at the left) and operational rule. 
Pre-conditions are specified by prepositions on topology 
(modeled by connectivity function). The operational rules are 
defined on closed terms.  

 

 
Table 1. Bound variables in a proves/network term 

 
bv(mx!.P)=bv(P)\{x} bv(mx?.P)=bv(P)  {x} 

bv(md!.P)=bv(P) bv(md?.P)=bv(P) 
bv(b.P)=bv(P) bv(P1+P2)=bv(P1)  bv(P2) 

bv([x=d]P1,P2)= bv(P1) bv(P2)\ {x} bv([d=x]P1,P2)=bv(P1)  bv(P2)\ {x} 

bv([x=y]P1,P2)=bv(P1) bv(P2)\{x,y} bv(X|E)=bv(E) 
bv(P1ڇsP2)= bv(P1)  bv(P2) bv(P/h)=bv(P) 

bv( 
iAP )=bv(P) bv(N1|| N2)=  bv(N1)  bv(N2) 

 
Table 2. Semantics of RPA 
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1

|

|
:
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XP E

X E
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2

|

|
:

  
  

a
X

a

P E Q

X E
Rec

Q

a a

2a
s s

a S, :
  


  

1 1 2 2

1 2 1 2

P  P P  P
Comp

P P  P P

1

1 2
1

2 :
 

s

P

P P
Comp

P

 

a

3a
s s

a S, :



 

1 1

1 2 1 2

P  P
Comp

P P  P P
 

 
Given a protocol, the operational rules of RPA induce a 

labeled transition system in which transitions are P aP, 
with aActions. The predicate ↓ denotes successful 
termination of a protocol. 

The formal semantics of sequence, choice, hide and 
multi-way synchronization are straightforward as shown in 
Table 2. The Succ rule indicates termination. Choice1 and 
Choice2 specify the choice operator. In multi-way 
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synchronization, processes are synchronized on actions 
inside the synchronization set s (Comp1 and Comp2). In 
Comp2, P1 and P2 perform the same action a. Actions outside 
the synchronization set s have the interleaving property, 
meaning that the process arguments can perform such actions 
independently (Comp3). A guarded process can behave as the 
process in the argument, if the guard condition evaluates to 
true (Gau1 and Gau2). Recursion is specified in the standard 
fashion in Rec1 and Rec2; in these rules, PX denotes the right-
hand side of the equation for X in E, and PX| E is obtained 
from PX by replacing each recursion variable Y by Y|E. The 
symmetric versions of Choice2 and Comp3, for the second 
argument of choice and multi-way synchronization, 
respectively, have been omitted. 

Given a network of protocols, the operational rules of 
RPA induce a labeled transition system in which transitions 
are N  N, where α is either τ representing an internal 
action, or β which is a set of terms like md![A] denoting that 
a datum d is broadcast from node A, or md? where 
Names denoting a set of nodes at locations defined by  
can receive the message md?. As before, ↓ denotes successful 
termination of a network. For example the set 
{m1d1[A1],m1d2[A2]} denotes nodes at locations A1 and A2 
where A1A2 are sending messages m1d1 and m2d2 
respectively. Each transition has a set of pre-conditions 
resulted from the conjunction of all pre-conditions of SOS 
rules involved in deduction of that transition. 

The operational semantics for broadcast communication 
is shown in Table 3. In this table the symmetric version of 
rules Bro4, Par1 and Par2 has been removed. Bro1 expresses 
that when a process broadcasts a message in the network, it 
appends its address to the message. Bro2 explains when a 
node can receive a message; its name is added to the list of 
receivers of that message. We have merged these two cases; 
receiving an arbitrary message like mx? or receiving a 

specific message md?; the second case has been shown in 
parenthesis. Bro3 indicates a set of nodes can be 
synchronized by each other in receiving a message. Bro4 
indicates that a set of nodes specified 

in  can participate in communication with a sender if 
receivers were connected before or they have just connected 
to the sender indicated by pre-condition (A) (we will 
explain it more in Section 2.3). The communication results in 
a transition labeled with {md![A]}, so the message m remains 
visible for other nodes awaiting message m. In contrast to 
CBS, we define interleaving for broadcast and internal 
changes of processes. Inter deals with internal actions. The 
internal actions are not visible to an external observer. In 
each state, many internal actions can be performed 
simultaneously without any effect on each other. A network 
terminates when all protocols deployed at the different nodes 
terminate (Term1 and Term2). Rule Par1 explains when in 
two separate sub-networks a communication occurs; when 
there is no conflict between senders and receivers, they can 
be occurred simultaneously. This rule resolves the hidden 
problem in MAC layer. The hidden problem occurs when 
two processes broadcast a message simultaneously while 
they are not connected to each other (they are hidden from 
each other). A collision is occurred at a node located at the 
intersection of radio transmission area of two nodes. So the 
collision management service provided by the Media Access 
Control (MAC) layer is considered implicitly by Par1. Rule 
Par2 explains a bunch of internal actions can be performed 
simultaneously in parallel with a communication in a 
network. Rule Par3 allows defining locality for an action 
performed in a network. For instance when a communication 
occurs in a sub-network, it can be perform without forcing 
other nodes to be involved with. So other nodes can ignore 
the message if they are even be connected to the sender. 

 
Table 3. Semantics of broadcast communication 
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The broadcast semantics supports input blocking/output 

non-blocking behavior. Input blocking and output non-
blocking behavior indicates that when a protocol broadcasts a 
message to its peer, it does not block or wait for reception or 

even delivery of the message (Bro1). In contrast, when a 
protocol requires an input message, it is blocked until the 
reception and delivery of the required message (Bro4). 
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2.3. Mobility in Semantics 
 
In this section, we will explain how the resulted labeled 
transition system induced by a network, can model mobility 
changes implicitly. As explained before, a pre-condition is 
assigned to each transition. These pre-conditions are the key 
point in modeling mobility implicitly in semantics, as the 
resulted labeled transition system is a symbolic 
representation of the network behavior. In other words, it 
abstractly models behavior of the network; instead of 
defining what movements are possible and consequently 
what are the next possible underlying topologies and network 
behaviors, it imposes a restriction over . To explain it more 
clearly, we walk through an example. Consider three 
protocols req0!.P1, reqx?.P2 and req1!.P3 deployed at nodes 
A, B and C respectively, where reqMessage, 0,1Data and 
xVariables. The first node 0!. 1 Areq P  sends the message 

req0 and then behaves as P1. At the initial state 
0!. || ?. || 1!.     1 A 2 B 3 Creq P reqx P req P , there are two 

senders and one receiver. Thus there are seven possible next 
states; 1) A broadcasts and no node synchronized with, 2) A 
broadcasts, and only B receives, 3) C broadcasts and no node 
synchronized with, 4) C broadcasts, and only B receives, 5) A 
and C broadcast simultaneously while there is no node in 
their common range and no one synchronized with, 6) A and 
C broadcast simultaneously, but B synchronized with A, and 
finally 7) A and C broadcast simultaneously, but B 
synchronized with C. We have shown the deduction tree for 
behaviors 1,2,5 and 6 in Table 4 (similar trees can be derived 
for behaviors 3,4 and 7 by exchanging A and C transitions). 
It should be noted that we have illustrated the behavior 6 in 
two deduction trees; in the second one, the first deduction 
tree should be replaced by (I). The pre-conditions of 

behaviors 1,2,5 and 6 are , {B}(A), (A)∩(C)= and 
finally {B}(A)(A)∩(C)= respectively. 

The pre-condition in each transition is representative of 
many possible movements available between nodes. Instead 
of containing rules in semantics to allow mobility between 
nodes which change the underlying topology, we have 
modeled it implicitly in semantics. For example for the 
second behavior in Table 4, the pre-condition {B}(A) is 
representative of possible transitions in which nodes can 
move arbitrary such that the connections between them 
change but however in all B is connected to A (which is 32 
topologies; 4 possible connectivity between B and C, 2 
between A and B and 4 between A and C) as shown in    
Figure 1. 
 

 

Figure 1. Exploration of a transition in induced labeled 
transition system of N 
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As it can be seen in this figure, each transition is valid 
under a stronger pre-condition. This intuition has been 
formalized in the following proposition: 

Proposition 1: Let N  N and Pre1 be the pre-
condition assigned to this transition, then for all Pre2 such 

that Pre1Pre2, N  N holds. 
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It should be noted that a transition can be fired, if there is 
at least a topology which can satisfy its pre-condition. The 
pre-condition that there is at least one topology that satisfies 
it, is called a valid pre-condition. 
 

3. Network Bisimulation 
 
Informally, two closed protocols are behaviorally equivalent 
if for all valuations, both can perform the same actions and 
the resulting processes are again behaviorally equivalent. 
Two broadcast communicating processes (networks) are 
behaviorally equivalent if for all topologies (modeled by pre-
conditions), both can perform the same actions, and the 
resulting processes are behaviorally equivalent. 

A binary relation Rp over closed protocols is a protocol 
simulation if given P Rp Q implies: 

 if P a P and a is an internal or a send action or 
receiving a data, then for some Q, 
Q a Q and P Rp Q; 

 if P ?mx P then, for each value dData for 

some Q, Q ?mx Qand , P[d/x] Rp Q[d/x] 
holds; 

 if P↓, then Q↓. 
The relation Rp is a protocol bisimulation if both Rp and 

its inverse are protocol simulations. P is protocol simulated 
by Q, P <p Q, if there exists a protocol simulation Rp such 
that P Rp Q. P and Q are protocol bisimilar, P~p Q, if there 
exists a protocol bisimulation Rp such that P Rp Q. Protocol 
bisimilarity is similar to early bisimilarity defined for π-
calculus [4], but since we have only considered closed terms, 
the congruency problems (name instantiation with matching 
[28]) does not occur here. 

Let N1 and N2 be broadcast communicating processes. A 
Binary relation Rn over closed networks is a network 
simulation if given N1 Rn N2, the following conditions hold: 

 if N1  N1 where βτ and Pre1 is a valid pre-
condition assigned to the transition, then for some 
N2 and pre-condition Pre2, N2*  *N2 such 
that Pre1Pre2 and N1 Rn N2, where * is reflexive 

and transitive closure of  transitions; 

 if N1  N1, then for some N2, N2*N2 such 
that N1 Rn N2; 

 If N1↓, then N2↓. 
The relation Rn is a network bisimulation if both Rn and 

its inverse are network simulations. N1 is network simulated 
by N2, N1 <n N2, if there exists a network simulation Rn such 
that N1 Rn N2.  N1 and N2 are network bisimilar, N1~nN2, if 
there exists a network bisimulation Rn such that N1 Rn N2. The 
definition of transition system has been given in early style 
and consequently the network bisimulation contemplates the 
substitution of the bound variables of an input with all 
possible values (rule Bro2). 

It can be shown that network bisimulation is an 
equivalence relation and is a congruence relation over 
network terms. 

Theorem 1: Network bisimilarity is an equivalence 
relation. 
Proof. The relation Rn={(N,N)|NRPA} is obviously a 
network bisimulation relation. Assume that N1~nN2 and Rn is 
network bisimulation relation witnessing it, then the relation 

Rn={(N2,N1)|(N1,N2)Rn} is a network bisimulation 
relation as well which implies N2~nN1. Assume that N1~nN2 
and N2~n N3 for states N1,N2,N3. Let 

1nR  and 
2nR  be network 

bisimulation relations witnessing them respectively. Then we 
show that the relation composition 

1 2
n nR R  is a network 

bisimulation implying N1~nN3. Suppose N1  N1, then 
there are two cases: 

 If β=τ, then as N1~nN2, there is a N2 such that 
N2*N2 such that (N1,N2)

1nR . We rewrite 

N2*N2 as N2 
12
N …  2


m

N  N2 

then as N2~nN3, we have 

N3*

13
N *…*

3


m
N *N3 such that 

2im.(N_{
2


i
N ,

3


i
N )

2nR  and (N2,N3)
2nR . 

So if N1  N1 then N3*N3 such that 
(N1,N2)

1nR (N2,N3)
2nR  (N1,N3)

1 2
n nR R . 

 If βτ, so consider the pre-condition Pre1 has 
assigned to the transition. As N1~nN2, then for some 
N2 and pre-condition Pre2, N2*

 *N2 such 
that Pre1 Pre2. We rewrite * as sequences of τ 
transition. So similar to the above case, for some 

Pre3 and N3 we have N3*  *N3 such that 
Pre2Pre3 and (N2,N3)

2nR . Consequently if 

N1  N1 then N3*  *N3 such that 
(Pre1Pre2 Pre2Pre3)(Pre1Pre3) and as 
(N1,N2)

1nR (N2,N3)
2nR (N1,N3)

1 2
n nR R . 

If N1↓ then N2↓ and consequently N3↓. 
Theorem 2: Let Pi~pQj and Ni~nMi for all 1i,jK where 

Pi and Qi are protocols and Ni and Mi are network processes, 
then: 

 a.Pi~p a.Qi 
 Pi+Pj~pQi+Qj 
 PiڇsPj~p Q_iڇsQ_j, for arbitrary set of actions s 
 [B]Pi~p[B]Qi 
 Pi/h ~p Qi/h, for arbitrary set of actions h 
  

ii AP ~n  
ii AQ  

 N1||…||NK ~n M1||…||MK 
 

Proof. The proofs for the protocol operators are 
straightforward. We only sketch the proof for broadcast 
communication. By assumption Ni

inR Mi for i=1,…,K. Let Rn 

denote {(N1||…||NK,M1||…||MK) | Ni
inR Mi for 1iK}. 

Suppose N1||…||NK  N, we distinguish three cases: 
1. If β=τ, then using rules Inter2 and Par3, there are a set 

of networks namely I, each performs a τ transition. Without 
loss of generality suppose Ni is a network in this set, i.e. 
Ni  Ni. As Ni

inR Mi, then there is Mi such that Mi*Mi 

and Ni
inR Mi. Thus for each network in I like Ni, there is a 

network Mi such that by application of rule Par3 we have 
M1||…||Mi||…||MK*M1||…||Mi||…||MK. By performing the 
sequences of τ transition in M1||…||MK for each τ transition 
involved in N1||…||NK, results in M1||…||MK*M where 
NRnM. 

2. If β=md?, then by using rules Bro2, Bro3 and Par3, 
there are a set of nodes indicated by  each performs a 
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receive transition. Thus for a subset of nodes like 1 in 

network j, we have Nj
1?md  Nj. As Nj

jnR Mj, there is 

Mj such that Mj* 1?md  *Mj and Nj
jnR Mj. Thus by 

application of rules Bro2, Bro3, Par3 and Par2, we have 
similarly M1||…||MK* ?md  *M and NRnM. 

3. If β is a list of send actions like 
{m1d1![A1],…,mndn![An]} where each sender belongs to a 
network like Nj. The pre-condition assigned to this transition 
is Pre. Thus by application of rule Par1, each network like Nj 
can perform an action like βj where βjβ with pre-condition 
Prej such that PrejPre. The pre-condition Prej indicates for 

each Ai and Aj in βj, (Ai)∩(Aj)= holds. As Nj
jnR Mj, 

there is Mj and pre-condition Prej such that 

Mj* 1?md  *Mj and Nj
jnR Mj and PrejPrej.       

By application of rules Par2 and Par1 

M1||…||MK*  *Mand NRn M with pre-condition 
Pre which is the conjunction of all Prej and consequently 
Pre=/\ Prej/\Prej=Pre. 

The last case to consider, is when N1||…||NK↓. By 
application of rule Term2, this happen when for all 1iK, 

Ni↓. Thus as Ni
inR Mi, then Mi↓ holds and consequently 

M1||…||MK↓. Thus Rn satisfies the transfer conditions in 
network bisimilarity and thus Rn is a network bisimulation 
relation. 
 

4. Cluster Based Routing Protocol 
 
Cluster based routing protocol (CBRP) is a routing protocol 
designed for use in mobile ad hoc networks. This protocol 
divides the nodes of the ad hoc network into a number of 
overlapping or disjoint 2-hop-diameter clusters in a 
distributed manner. By clustering nodes into groups, the 
protocol efficiently minimizes the flooding traffic during 
route discovery and speeds up this process as well. In this 
Section, we use RPA to model cluster formation process of 
CBRP [29]. First we briefly explain the cluster formation 
process of CBRT and then model and examine its behavior 
using our algebra. 
 
4.1. Cluster Formation Process of CBRT 
 
The goal of cluster formation process is to impose some kind 
of structure or hierarchy in the otherwise completely 
disorganized ad hoc network. Each cluster has only one head 
and a number of member nodes and is uniquely identified by 
its id. Thus the status of a node in a cluster is either a cluster 
head or a member. A node not yet decided to join a cluster is 
in undecided status. A node can be a member of several 
clusters simultaneously. Nodes detect the presence of other 
nodes and organize themselves into clusters by using regular 
broadcast message known as “hello”. Each node periodically 
broadcasts its status and of its neighbors information in hello 
messages. Each node has a neighbor table to maintain up to 
two-hop neighbors information using link/connection status 
sensing mechanism to update its information appropriately. 
We abstract away of this part in our model and only focus on 
communication behavior of process. 

Initially all nodes are in undecided status, and all nodes 
commence their hello message broadcasts. A timer is also 
started at each node. If a node receives a broadcast from a 
head before the time-out, then it becomes a member. If it 
times out without hearing such a broadcast, then it goes from 
the undecided to head status. To assist nodes in moving from 
undecided to member, a head node will, in addition to its 
periodic broadcast, send out a triggered hello message 
whenever it receives a broadcast form an undecided node. 
Once all nodes are in either head or member states, cluster 
formation is complete. Cluster maintenance follows much 
the same as cluster formation. If a member node loses its 
connection to a head, then it will return to the undecided state 
and follows the initial procedure. If a head receives a hello 
message from another head, it will schedule a timer. After 
the timer times out, if the node was still connected to the 
head node, the node with smaller id remains as head and the 
other one becomes its member. 
 

4.2. Specification of Cluster Formation 
Process 
 
The cluster formation process, modeled by recursive variable 
CFPmid, consists of four recursive variables (subprocess); 
three of them are called Umid, Hmid and Mmid,id, specifying 
behavior of a node in undefined, head and member states 
respectively. The fourth recursive variable Aid,s periodically 
broadcast the state and identifier of a node.  
 
Table 5. The specification of cluster formation process in 
CBRT 
 

CFPmid = Umid ڇs={stop} Amid,u 
 

Umid =(hello id,s?.([s=h](stop.Mmid,id)+[sh]Umid))+stop.Hmid 
 

Hmid = Hmid ڇs={stop} Amid,h 
 

Hmid = hello id,s?.([s=u]hello mid,h!.Hmid)+ 
 

    ([s=h]tsh.teh.(hello id,s?.([mid<id]Mmid,id)+[mid>id]Hmid)+Hmid) 
 

Mmid,mh = (hello mh,h?.Mmid,mh)+ CFPmid 
 

Aid,s = hello id,s!.Aid,s+stop.0 

 
When a node is in undefined state, modeled by Umid, non-

deterministically become a header (because its timer has 
expired), or receive a message from another header and then 
becomes its member (by calling Mmid,id). The Hmid composed 
of two other subprocesses namely Hmid and Amid,h 
synchronized on action stop; Hmid models responsive 
behavior of node in head state while Amid,h models the 
recursive behavior of node in head state, broadcasting its 
identifier and state. The recursive variable Hmid non-
deterministically behave as follows: it may receive a message 
from an undefined state node, or connect to a node which is 
header to. When a header, receives a message from another 
header, it runs a timer (modeled by action tsh, after the timer 
times out (modeled by action teh), if the node was still 
connected, i.e.\ receives a message from that node again, by 
comparing its identifier by the other header (modeled by 
guarded command [mid<id]) decides its next state. When a 
node is in member states, it checks whether it is connected to 
its header. A member node may non-deterministically 
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disconnect from its header and then behave as an undefined 
node. It should be noted that we have modeled recursive 
variable's parameters by adding subscription to the variable, 
so for each concrete value A,B and C, there are recursive 
variables UA, UB and UC. In other words, the specification in 
Table 5 is a schematic specification and for each concrete 
value, the corresponding process specifications exist. 
 
4.3. Formal Analysis of Cluster Formation 
Process 
 
In this Section, we are going to formally examine behavior of 
cluster formation process. Consider a network composed of 
three nodes, each deploying cluster formation process. The 
set of identifiers are chosen from Names, A,B and C 
(A<B<C). The two concrete values u,hData model state 
status values indicating undefined and header respectively. 
We are going to examine following properties for the 
network || ||     A A B B C CCFP CFP CFP : 

 
 The network behaves correctly, i.e. always one header is 
defined. For ease we use . i Aa P  to denote a process Pi=a.Pi 

deployed at a node  i AP . The correct behaviors of the 

network includes the followings:  
1. N1≡ 1, !. Ahello A h P ||

2, !. Bhello B h P ||
3, !. Chello C h P  

2. N2≡ 1, !. Ahello A h P ||
2, ?. Bhello A h P ||

3, !. Chello C h P  

3. N3≡ 1, !. Ahello A h P ||
2, ?. Bhello C h P ||

3, !. ChelloC h P  

4. N4≡ 1, !. Ahello B h P  ||
2, ?. Bhello B h P  ||

3, !. ChelloC h P  

5. N5≡ 1, ?. Ahello C h P || 2, !. Bhello B h P || 3, !. ChelloC h P  

6. N6≡ 1, !. Ahello A h P || 2, !. Bhello B h P || 3, ?. Chello A h P  

7. N7≡ 1, !. Ahello A h P || 2, !. Bhello B h P || 3, ?. Chello B h P  

8. N8≡ 1, !. Ahello A h P || 2, ?. Bhello A h P || 3, ?. Chello A h P  

9. N9≡ 1, ?. Ahello B h P || 2, !. Bhello B h P || 3, ?. Chello B h P  

10. N10≡ 1, ?. AhelloC h P || 2, ?. BhelloC h P || 3, !. Chello C h P  
For instance the second behavior denotes a network in which 
nodes A and C are headers and node B is a member of A and 
the last one denotes a network in which node C is a header 
and nodes A and B are its member. Thus to validate the 
behavior of the network, it suffices to examine  

1i10.Ni<n || ||     A A B B C CCFP CFP CFP  

 It is not possible to have a network without any header. 
Such behavior is defined by following networks: 

1. M1≡ 1, ?. Ahello B h P || 2, ?. Bhello C h P || 3, ?. Chello B h P  

2. M2≡ 1, ? .  Ahello B h P || 2, ?. Bhello A h P || 3, ?. Chello B h P  

3. M3≡ 1, ?. AhelloC h P || 2, ?. BhelloC h P || 3, ?. Chello B h P  

4. M4≡ 1, ?. AhelloC h P || 2, ?. BhelloC h P || 3, ?. Chello A h P  

5. M5≡ 1, ?. Ahello C h P || 2, ?. Bhello A h P || 3, ?. Chello A h P  

6. M6≡ 1, ?. Ahello B h P || 2, ?. Bhello A h P || 3, ?. Chello A h P  

7. M7≡ 1, ?. Ahello B h P || 2, ?. BhelloC h P || 3, ?. Chello A h P  
8. M8≡ 1, ?. Ahello C h P ||

2, ?. Bhello A h P ||
3, ?. Chello B h P  

Thus to verify the behavior of the network it suffice to 
examine 

1i10.Mi<n || ||     A A B B C CCFP CFP CFP  

 

5. Conclusion and Future Work 
 
In this paper, we have introduced a new process algebra, 
called Routing Process Algebra (RPA), based on CSP multi-
way synchronization for broadcast communication and 
broadcast operator of CBS (modified to the local broadcast). 
We modeled the underlying infrastructure using a 
connectivity function. We have also modeled the mobility 
behavior of nodes implicitly in the semantics of broadcast 
using predicates on connectivity functions called valid pre-
conditions; each valid pre-condition defines a set of possible 
movements between nodes. We gave an operational 
semantics for RPA, and defined equality behavior between 
protocols and network. Finally we illustrated the application 
of our algebra for formal modeling and analysis of cluster 
formation process in cluster based routing protocols. By 
application of our algebra, we are able to verify the behavior 
of (routing) protocols against topology changes. 

As explained in Section 1, this work based on [26]. The 
difference between this work with its earlier one in [25] is in 
modeling of mobility, computed by a common characteristic 
i.e.\ pre-condition, which is more abstract and consequently 
the semantics and equivalence relations are completely 
different. The work in [27] provides a setting to reason about 
networks by equations and is based on branching bisimilarity 
while this setting supports modeling parallel composition 
with true concurrency semantics based on observational 
congruency. This setting is applicable to verify networks 
with some restrictions over connectivity function.  

We are going to provide a modal logic to verify a set of 
properties which can be verified by using network simulation 
and bisimulation. In latter to verify a property, all behaviors 
of a network should be considered, while in the former we 
can focus on specific behavior of a network satisfied in a 
possible execution of the network (execution on its 
corresponding labeled transition system). We also plan to 
provide a tool to automate formal analysis of networks. For 
instance we can examine the relations discussed in Section 
4.3. 
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