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Abstract

In recent years, the blockchain that is the basis of Bitcoin has received much attention. However, the blockchain also faces many challenges,
such as security and scalability, which have been the subject of recent researches. Much work has been done to solve the scalability problem
in blockchain; one of these methods is sharding. This method is based on dividing the network into different groups and validating transactions
in parallel. These methods use traditional consensus algorithms. One of the problems in this regard is the incentive that should be provided for
nodes to participate in these consensus algorithms. In this paper, Repchain, one of the existing methods in this field, is examined, and the
problems that this method has is analyzed. Next, it is proved that the proposed method causes the network nodes not to follow the protocol and

also causes collusion between network nodes.
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1. Introduction

The blockchain that was introduced by Bitcoin [1] is a peer-
to-peer and distributed technology that does not require any
third party to manage. Blockchain is a distributed database or
a public ledger in which all transactions and data are recorded.
All data in the blockchain is stored in blocks. The length of
this chain increases over time, and network nodes must update
the version they maintain of this public ledger over time. Any
information recorded in this database cannot be changed or
deleted in any way. Asymmetric cryptography and consensus
algorithms are used to maintain this public ledger's security
and compatibility [2].

Blockchain technology generally has the characteristics of
decentralization, stability and compatibility, anonymity and
reliability; also, it has a significant role in reducing costs and
increasing efficiency. [3]

Consensus algorithms are one of the primary and important
components in blockchain distributed networks. These
algorithms are the backbone of distributed networks that
provide a proper implementation for cryptocurrency systems
and other applications. The network nodes can achieve an
agreement in an environment with no trust and trusted third
party by these algorithms. [4]

In Bitcoin, all network nodes must agree on the block's
validity for adding a block to the blockchain. For this goal, a
consensus algorithm called proof of work is used. In the proof-
of-work method, network nodes should solve a complicated
problem that needs much effort, and finally, the solution to
this problem is used for creating a block. Proof of work was a
successful solution used in Satoshi Nakamoto's paper in 2008,
but it also has many weaknesses that many studies have been
done to solve them. However, these issues are not entirely
solved. The problems of the proof-of-work algorithm are as
the following: [4]:
1. Energy consumption
2. Scalability

Section 2 explains each of these problems and mentions the
solutions proposed to solve each of these problems. Section 3
talks about the Sharding method, which is one of the
scalability methods. This section also talks about the incentive
mechanism in this solution. In this section we explain
Repchain, a sharding method that has tried to establish the
correct incentive mechanism. Section 4 analyzes the Repchain
incentive mechanism and shows that this mechanism has
some drawbacks. Section 5 talks about other sharding
solutions that have similar drawback to Repchain. Section 6
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talks about future work, and finally, section 7 concludes the
paper.

2. Weaknesses of proof of work

2.1. Energy consumption

One of the significant problems with the proof of work
algorithm is that it requires a lot of energy for solving a hash
problem that has no use and application in the real world. The
only use of this energy consumption is to prove that a certain
amount of work has been done. Therefore, it is said that the
proof-of-work algorithm wastes much energy that has no real
application and wastes a large number of sources such as
electrical energy.

Much research has been done to solve this problem, in all of
which attempts have been made to replace an unapplied
mathematical problem (hash function) with a useful
alternative problem. A problem that has the feature of hash
function such as difficulty and the result of solving this
problem has an application in the real world. Therefore, the
energy that needs to prove a certain amount of work is spent
on solving a useful problem.

The first attempts to prove useful works were two protocols
known as Primecoin [5] and Permacoin [6]. In Primecoin, an
attempt is made to find a series of specific prime numbers
which are called Merssene number that has many applications
in various fields. In Permacoin, an attempt is made to expend
energy on storing huge files in a distributed environment.
Another work done in this direction is proving useful work in
which a series of applied mathematical problems such as
orthogonal vectors have been tried to be used instead of using
the hash function [7].

2.2. Scalability

Another problem with the proof-of-work algorithm is
scalability. Scalability includes both the space required to
store transactions and the speed of transactions. In Bitcoin,
transactions are generated at a rate of 7 transactions per
second, which is a very small amount; we need several
thousand transactions per second. In addition, a large volume
of transactions is generated daily and added to the blockchain.
This causes the blockchain storage to increase significantly on
a day.
There are several solutions to the problem of scalability in the
blockchain, which can be divided into the following two
categories [8]:

1. First layer solutions
These solutions require changing blockchain properties such
as block size, block structure and consensus algorithm.
Sharding techniques [8] and Segwit [9] are two solutions in
this category. In the following, we will examine the sharding
more.

2. Second layer solutions:

These solutions try to increase the blockchain's scalability
by using of some off-chain methods, such as creating a
network channel separate from the blockchain network to
reduce the overhead that there is on the main blockchain.
Solutions such as plasma [10], lightning [11], Raiden [12]
are among these category’s solutions.
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3. Sharding methods and its challenges

The main idea of these methods is to divide all the network
computing power into groups called committees, and to
divide all network transactions into separate groups and give
each group of transactions to a committee for processing. In
this way, the transactions will be processed in parallel.
Finally, a final block of transactions approved by various
committees is created and distributed on the network. The
general method of sharding can be seen in Figure 1.

network
nodes «

shard 1 shard2 shard3

Fig. 1. The sharding method

In these methods, the main purpose is to validate transactions
in parallel by network validators. This method will increase
the speed of confirmation and registration of the transaction.
Elastico [13], Omniledger [14], and Rapidchain
[15] are some of the basic and important solutions for
sharding.
Since in these systems, network nodes are divided into
different groups, and each of these groups has a limited
number of nodes, the use of traditional consensus algorithms
such as PBFT [15] and Raft [16], in each of these groups is
possible. Traditional algorithms have high speeds, but because
they require peer-to-peer communication with network nodes,
it is not possible to use them in networks with a large number
of nodes. But in sharding systems where we deal with small
groups of nodes, it is possible to use these Algorithms.
Many systems have been proposed in the Sharding discussion,
each of which has used one of the traditional algorithms to
solve a group's consensus. For example, Elastico
[13] uses PBFT, while Repchain [17] uses a concurrent raft-
based algorithm. A point that is not considered in all of these
systems is providing an incentive mechanism. In the bitcoin
system, the incentive system is properly considered, and each
person acquires a bitcoin amount by mining a block. In the
case of sharding, this has not been done correctly. In the
traditional consensus algorithms used in sharding methods,
the algorithm participants were considered to be two groups,
honest and malicious. Honest nodes follow the protocol under
any circumstances and do not violate it. Malicious nodes can
take any arbitrary action to damage the system. These
assumptions cannot be true for a system such as a blockchain
because the nodes have no incentive to enter the network and
participate in the consensus algorithm. In fact, not all
blockchain nodes can be considered honest and follow the
protocol under any circumstances, but they are rational.
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Rational means that they may violate the protocol to increase
their benefit. In this way, a rational node does everything to
increase his benefit, even if it is a protocol violation. When we
do not provide an incentive for nodes to participate in the
consensus algorithm, the participants do not benefit from it
and do not participate. Some solutions have been proposed to
create an incentive system in various sharding methods, but in
none of these methods consider the role of the leader in the
traditional consensus algorithm. In the traditional consensus
algorithm, a leader has an important role in involving other
nodes in the consensus algorithms. The incentive mechanism
in these methods must encourage the leader to involve the
maximum number of nodes in the consensus algorithm. This
issue is essential for the security of the system.

One of these solutions that tried to solve sharding's incentive
mechanism is Repchain [14], which is explained in the
following and is shown that this method cannot properly
provide an incentive mechanism.

3.1. Repchain

In this system, the leader of each group is selected based on
reputation, and finally, the reward received for building each
block is divided among them based on the reputation of the
nodes. In this system, in each group, the consensus algorithm
is based on the Raft algorithm, an algorithm for synchronous
environments. Besides achieving consensus on transactions in
each epoch, an agreement also must be used for the reputation
of groups nodes and recorded in the reputation blockchain. In

the following, we will explain this algorithm more
comprehensively.
o Steps of Repchain Algorithm

At the beginning of each epoch, the nodes should be placed in
different groups according to their reputation, which is
recorded in a separate chain. After assigning nodes to different
groups, in each group, a leader should be chosen. To elect a
leader, only nodes of the group can be chosen as a leader that
their reputation is more than the median of all the group nodes
reputation. One of the nodes who has the necessary leadership
conditions (sufficient reputation) is randomly selected.

Once the leader is elected, a consensus algorithm must be
worked out between the group nodes to achieve a consensus
and generate a new block. The consensus algorithm that
Repchain uses in its system is a Raft-based algorithm. The step
of this algorithm is as follows.

The leader first collects a list of transactions, signs it, and
sends it to the rest of the group. The group nodes receive the
leader's list, check the correctness of the received message,
including the correct signature of the leader on the received
list, and then confirm each transaction within this list. Each
node expresses her opinion on each of the transactions in the
list, which can be "accept", "reject”, or "unknown". Unknown
mode is for cases where a node does not have the
computational power to participate in the confirmation of
transactions.

Leader
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Fig. 2. Raft consensus in Repchain [17]

After each node has commented on the transactions on the list,
they sign the list and send it to the leader. The leader examines
all the lists received from the network nodes. He selects the
transactions that most of the nodes (more than half of the
nodes) have agreed to and places them as an acceptable
transaction in a block. Then the leader sends all nodes'
comments on all transactions to other nodes in the

After registering the block, they must now agree on the
reputation of the group's nodes, and the latest reputation of all
of the nodes must be registered in the reputation blockchain.
To update the reputation in this system, the score of each
action gets score as follows:

. Each vote to accept a correct transaction or against a
wrong transaction get +1 point.
. Each vote to accept a wrong transaction or against a
correct transaction get -1 point.
. Each vote without comment get 0 point.

So, each node updates the reputation of other nodes as relation
1:

1 =X5=15() *T() (1)

In this relation, S(j) is same as the points mentioned in the
previous paragraph. 7(j) is the degree of importance and value
of the transaction.

After each node calculates the others' nodes reputation, based
on the PBFT consensus algorithm, the group nodes' reputation
is recorded in the reputation blockchain.

In the following, we will examine the incentive mechanism of
the Repchain method and show that this mechanism cannot
work properly and also causes collusion.

3.2. The incentive mechanism in Repchain

Participating in consensus algorithms in Sharding requires an
incentive mechanism. As mentioned in the previous section,
Repchain has tried to solve this problem. However, an issue
that the Repchain does not consider is that in the traditional
consensus algorithms, the leader of the group can prevent
others from involving in the consensus algorithm to increase
his benefit. Since traditional consensus algorithms always
require a leader to send the block or message to the other nodes
to achieving consensus, at this step, a leader can prevent some
nodes of the network from involving in the consensus
algorithm by not sending the primary message or block to
them. In fact, in the traditional consensus algorithm, more than
a defined number of nodes must validate and sign the block
for creating a valid block. For example, in the Raft algorithm,
more than half of the network nodes must sign the block. So
in this system, the leader can prevent some nodes from
participating in the consensus algorithm and register a block
with the minimum signature.
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We will examine the Repchain incentive mechanism and show
that this mechanism causes collusion. The leader in this
system also tends to involve the minimum number of nodes in
the consensus algorithm.

4. Analyze the incentive mechanism in
Repchain

As mentioned in the Repchain system, the nodes are first
randomly but based on a balanced average reputation
belonging to different groups. In each group, based on the
reputation of nodes, those who have a reputation above the
median of the whole group's reputation can be candidates for
becoming a leader. We consider the number of nodes that can
become a leader in each epoch equal to L, and n equal to the
whole number of nodes of each group.

If we represent the reputation of node i with r; so that when we
arrange the 7 in ascending order, we will have a set of nodes
reputation as relation 2.

r={r, 1, ..

) Tu} (2)

Which in this set, the value of median is equal to relation 3

m = rn 3
[ ©)

A node can be a leader candidate if r; > m If we consider x the

number of r;, that are equal to m and i > E] , We can say that

the number of candidates in each stage is equal to relation 4.
n n

L=[%-x o<x<|f )

For each node, we define the utility function as relation 5.

U=B-C %)

In this relation C is the cost of participating in the consensus

algorithm. B, which is the reward received by creating a block,
is calculated as relation 6.

(O

R
2

nonleader node

leader node

—

In this regard, r; is the reputation of the node 7, k is the number
of nodes who participate in the consensus algorithm of this
epoch. The leader gets half of the reward R and the other half
of R is divided between other nodes according to their
reputation. In the following, we will examine the incorrectness
of this mechanism in two scenarios. In the first scenario, we
assume that there is no collusion between the group nodes. In
other scenario we consider that the nodes in the group can
form a collusion.

4.1. First Scenario: without any collusion

Suppose node i is selected as the leader at this current epoch.
In this case, the reward that this leader will receive from
participating in the consensus algorithm in this epoch and the
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next epoch, if he completely follows the algorithm, can be
expressed as relation 7:

vi=5+ () + (1-1) &) ™

In this respect, R is equal to the total reward received from the
creation a block by the group. L is equal to the number of
nodes that can candidate for leadership and is equal to the
reward that node 7 will obtain if he will be a non-leader node
in next epoch. Is as relation 8:

R =(5) () ®

j=1"j

In fact, as mentioned before, half of the block reward that
remains for other nodes in the network is divided according to
the reputation of the nodes among those who participate in the
algorithm.

In the traditional consensus algorithm that is used in Repchain,
the leader can prevent some nodes from participating in the
consensus algorithm; This means that the leader does not send
a block to these nodes, or if these nodes send a comment on
the current block to the leader, the leader ignores their
comments. By this work, the leader can decrease their
reputation and, in turn, remove someone from the list of
leadership candidates for the next epoch. For example,
suppose the leader decreases a node's reputation with a proper
condition for being a candidate in the next epoch to a
reputation equal to or lower than the median m. In that case,
he can successfully remove this node from the list of
leadership candidates in the next epoch. So we can calculate
the utility function for this node in this epoch and next epoch

as relation 9:
+(1-Z)R) ©)

We should prove that u; < u’; for this purpose we assume that
u; < u’; is correct, so we have the relation 10:

) _R R
Ui = 2t (Z(L—l)

U; < U{

>R <X (10)

It is always true that the leader reward is more than reward of
a non-leader nods. So the above relationship is true. As a
result, since we said that network nodes are rational, so they
do everything to increase their profit. Here we saw that the
violation of the protocol for a rational node is beneficial.

4.2. First Scenario: without any collusion

This mechanism will also increase the motivation to create
collusion because the rewards are divided among the other
nodes based on their reputation. If we assume that T nodes
want to collude, each of this T node if is chosen as the leader,
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tends to reduce the reputation of the other nodes in the network
to increase the reputation of his group. So he tries to involve
the least number of nodes in the consensus algorithm and
register the block with the minimum available signature.

The first case assumes that the leader follows the protocol and
involving k node in the consensus algorithm. In this case, the
utility function for the leader and his colluding group is as
relation 11:

U =U; +U_
R
Ul' = E
_yT-1(R Ty
v =35 () (55) (an

If the leader prevents some of the k nodes that wants to
participate in the consensus algorithm, in this case, the total
reputation of the nodes decreases. If we show this amount of
reduction with 7' then the utility function of the colluding
group will be as relation 12:

Ut:Ul+U—l
R
Ul=;
1 _ vT-1(R i o
v, =313 (%) (—Z}‘:m) r (12)

It is clear that relation 12 is bigger than relation 11, so by
violating the protocol, the leader and his group's benefit will
increase. So this incentive mechanism causes that nodes tend
to form collusion, and also the leader will tend to violate the
protocol and not involve some nodes in the consensus
algorithm.

In fact, this system's main drawback was that by motivating
nodes to participate in the consensus algorithm, this
motivation caused a violation in the algorithm by nodes

5. Analysis of other sharding methods

In the previous section, we have examined the Repchain
method and found that its proposed solution for incentive does
not work correctly.

In this section, we generally elaborate on sharding solutions
that use traditional consensus algorithms, and these algorithms
need a leader for achieving consensus. We show that these
methods have similar challenges to Repchain.

In these methods, the leader sends the initial block to the other
nodes of the network. These nodes must confirm or reject the
initial block. Depending on which consensus algorithm is
used, the steps can be more complex, but the general steps of
these algorithms are as described. It is obvious that the leader
has an important role in these consensus algorithms. The
leader initiates the consensus process and can prevent some
nodes from participating in the consensus algorithm. The
leader can do it by not sending initial block to some nodes or
ignore their opinions on the final block.

For example, in the following PBFT [19] consensus algorithm,
if the leader does not send the initial block to a node in the first
step, this node will not be able to continue participating in the

consensus algorithm. In this algorithm, if the group has n
nodes, the leader knows that only with the participation of 2/3
of these nodes can build the block and receive a reward. So
the leader can easily prevent 1/3 of the group nodes from
continuing to participate in the consensus algorithm without
losing the reward.

Rg: Commit /Rf»phv
NN T ///// F
NN X 7/

SNANAN KN/

Fig. 3: PBFT consensus [21]
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Similarly, in other consensus algorithms, a minimum number
of signatures is required to register the block, which is enough
for the leader to collect this minimum number of signatures
and ignore other nodes.

When the leader does not involve all of the nodes in
participating in the consensus algorithm, it causes damage to
the system. In fact, this can decrease the incentive of other
nodes to remain in the network and tend to participate in the
consensus algorithm. It can also increase the tendency of some
nodes to collude with each other because when some nodes
create collusion and try to ignore other nodes and don’t
involve them in the consensus algorithm, they can obtain more
reward. It is obvious that collusion will bring many security
problems.

Therefore, in sharding that uses the traditional consensus
algorithm, it is very important to consider the role of the leader
in involving other nodes in the consensus algorithm. So it is
important to have an incentive mechanism and reward sharing
system that encourages the leader and other nodes to act
properly in the system.

In some proposed solutions such as solutions in paper [20] and
[21], rewards are distributed among the participant nodes, this
will increase the tendency of the leader to deviating from the
correct action and does not involve all of the node in the
consensus algorithm and also causes to creating collusion in a
similar way to Repchain. So, we need an incentive mechanism
to solve these problems.

6. Future work

One of the problems with sharding methods and the use of
traditional consensus algorithms is not considering the role of
the leader in involving or not involving other network nodes
in the consensus algorithm. The problem with the Repchain
system can also be seen in other methods. We intend to
introduce an incentive mechanism that solves the problems
mentioned in the proposed method and can properly motivate
network nodes to participate in the consensus algorithm and
act correctly.

7. Conclusion

We elaborate on the problems that consensus algorithms have
in the blockchains and state that one of the main problems of
blockchain is scalability. In this regard, we mention previous
work that has tried to solve the problem of scalability of
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blockchain. One of these methods is sharding. We explained
the proposed methods in sharding and finally the challenge
that these methods face. In one of the previous methods called
Repchain, we have given a brief explanation of why the recent
method has not been entirely successful in motivating network
nodes. For this purpose, we provide two scenarios to show
why this algorithm cannot succeed in providing an incentive
mechanism. At the end, we also elaborate on other sharding
system that use traditional consensus algorithm and show that
all of these methods have some challenges for motivating
network nodes.
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